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Intel Pentium FDIV bug 1994

B Affected floating point unit (FPU) in early Intel processors.
B Processor might return incorrect result for division.
B Costin 1994: 500 million dollars.

http://neology.com.au/portfolios/
a80502-90-sx923/

Even more than 25 years later, verification of arithmetic circuits is considered to be hard.
Especially proving the correctness of gate-level integer multiplier circuits is a challenge.


http://neology.com.au/portfolios/a80502-90-sx923/
http://neology.com.au/portfolios/a80502-90-sx923/
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Is the circuit correct?
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Multiplier circuit

Circuit seems correct!




Is the circuit really correct?




Multiplier Circuits

Given: Gate-level multiplier for fixed bit-width.
Question: For all possible a;,b; € B :

(2a1 + ag) * (2by + bg) = 8s3 + 4sa + 281 + 507

S3

S1

S0



Simulation
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Simulation

Bit-width

Cases

W N DU WN

32

64

16

64
256
1024
4096
16 384
65 536

18446 744073709 551616

340282 366 920 938 463 463 374 607 431 768 211 456

quintillion

undecillion



Formal Verification

System Automated Decision Process

Mathematical Model ’

B =/
xr — ag * bo,

Yy —aq * by,
so — T *Y,
Specification e

Foralla;,b; € B :

(2a1 + ao) * (2b1 + bo) =
8s3 + 4s5 + 251 + 507
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B SAT 2016 Competition
[Biere SATComp’16]

B Exponential run-time of solvers
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Formal Verification Techniques

Satisfiability Checking (SAT) Decision Diagrams
B SAT 2016 Competition B First technique to detect Pentium bug
[Biere SATComp’16] [ChenBryant DAC'95]
B Exponential run-time of solvers B Requires knowledge of the layout
Theorem Proving Algebraic Approach
B Used in industry, e.g., ACL2 B Seminal work: [LvKallaEnescu TCAD'13,
[TemelSlobodovaHunt CAV’20] CiesielskiYuBrownLiuRossi DAC’15]
[ ] Requires manual effort [SayedGroBeKihneSoekenDrechsler DATE’16]

B Polynomial encoding

B Works for non-trivial multiplier designs



Algebraic Approach

Multipliers

B Finite Field Arithmetic
[LvKallaEnescu TCAD’13,
SuYasinYuCiesielski ISCAS’18]

B Integer Arithmetic
[CiesielskiYuBrownLiuRossi DAC’15,
SayedGroBeKlhneSoekenDrechsler DATE’16,
RitircBiereKauers FMCAD’17,
MahzoonGroBeDrechsler ICCAD’18]

B Floating Point Arithmetic
[SayedGroBeSoekenDrechsler FMCAD’16]

Dividers

H Division by a fixed constant
[YasinSuPillementCiesielski ISVLSI'19]

B General Divider Circuits
[SchollKonrad DAC’20,
SchollKonradMahzoonGroBeDrechsler DATE’21]
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Basic Idea of Algebraic Approach

Multiplier

b

Specification

. —

Polynomials

B ={

z — ag * bo,
Yy —ay *b,
S0 — T *Y,

l

Ideal Membership

}




Multiplier Specification

Unsigned Integers:

2n—1

0= Z 2i8i - (
=0

g 2@) (721 2%@) € 7Z[X]



Multiplier Specification

Unsigned Integers:

2n—1

Z 2i8i - (
=0

:21 2@-) (2 2%1) € 7Z[X]



Multiplier Specification

Unsigned Integers:

2n—1

3 2= (G (g) =

Signed Integers:

2n—2 n—>2 e

2 Y 2= (2 e+ Y2 ) (<2 b+ Y2 ezl

=0 i=0 i=0



Basic Idea of Algebraic Approach

Multiplier

by

Specification
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Polynomials
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T — ag * bo,
y—al*bl,
S0 — T *Y,
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Ideal Membership
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Multiplier Polynomials
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Specification l
Ideal Membership




From Circuits to Polynomials

AND-Gate fAg=y
fa f g9ly

0 00

0 1]0

1 0|0

Y 1 1)1

XOR-Gate f®g=1y
fg f g9ly
L 0 00

0 11
1 0|1
Yy 1 110

1 g2 g3
ga
S3 59 51 S0



From Circuits to Polynomials

AND-Gate fAg=y
fa f g9ly
0 0]0
0 11]0 —y+ fg
1 00
Y 1 1)1
XOR-Gate f®g=1y
fg f g9ly
L 0 00
@ 0 11 —y+[f+g-—2fg
1 01
Yy 1 110

1 g2 g3
ga
S3 59 51 S0
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Gate polynomials G(C).
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Gate polynomials G(C).
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g1 g2 g3
9a
53 So S1 50



From Circuits to Polynomials

Gate polynomials G(C).

$3 =91\ ga — 83 + 9491,
S2 = g1 D ga — 82 — 29491 + g4 + g1,
ga = g2 N\ gs — 94 + 9293,

53 So S1 50



From Circuits to Polynomials

Gate polynomials G(C).

83 =91\ ga
S2 = g1 D ga
ga=9ga2Ngs
51 =92 © g3

— 83 + gag1,
— 82 — 2gag1 + g4 + g1,
— 94+ G293,
— 81 — 2g293 + g2 + g3,

S3

S1

S0
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Gate polynomials G(C).
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From Circuits to Polynomials

Gate polynomials G(C).

83 =91\ ga — 83 + gag1,
S2 =091 D ga — 82 — 2g4g1 + g4 + g1,
94 = g2 N\gs3 — 94 + G293,
s1 =92 D gs — 81 — 2g293 + g2 + g3,
g1 =ai Ab — g1 +aib,
g2 = ap N\ b — g2 + aob,
g3 = a1 Nbp — g3 + aibo,
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From Circuits to Polynomials

Gate polynomials G(C).

83 =91\ ga
S2 = g1 D ga
ga=9ga2Ngs
s1 =02 Dgs
g1 =ai Ab
g2 = ap N\ b
g3 = a1 Nbp

so = ao A bg

— 83 + gag1,
— 82 — 29491 + g4 + g1,
— 94+ G293,
— 81 — 2g293 + g2 + g3,
— g1 +aib,
— g2 + aob,
— g3 + aibo,
— So + aobo

Boolean value constraints B(C).

ai,a0 €B
b],bo eB

a1(1 —a1), ao(1 — ao),
bi(1—by), bo(1 — bo)

g1 g2 g3
9a
53 So S1 50



From Circuits to Polynomials

Gate polynomials G(C).

83 =91\ ga
S2 = g1 D ga
ga=9ga2Ngs
s1 =02 Dgs
g1 =ai Ab
g2 = ap N\ b
g3 = a1 Nbp

so = ao A bg

— 83 + gag1,
— 82 — 29491 + g4 + g1,
— 94+ G293,
— 81 — 2g293 + g2 + g3,
— g1 +aib,
— g2 + aob,
— g3 + aibo,
— So + aobo

Boolean value constraints B(C).

ai,a0 €B
b],bo eB

70% + ai, 70‘(% + ao,
—b% + b1, —bj + bo

g1 g2 g3
9a
53 So S1 50



Ideals Associated to Circuits

[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’20]

More circuit relations:

B —s0 + aobo AND-gate

B —al+a a, Boolean

B g+ g- Boolean

B 5194 XOR-AND constraint
...

Polynomial Circuit Constraints.
A polynomial p € Z[X] is a polynomial circuit constraint
(PCQ) if for all

(aoy.--yan-1,b0,...,bn-1) € {0, 1}2n
and resulting values g1, ..., 9k, S0, .., S2n—1 implied

by the gates of the circuit C the substitution of these
values into p gives zero.




Ideals Associated to Circuits

[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’20]

B The set of all PCCs for C is denoted by I(C).

B ](C) contains all relations of the circuit C.

B /(C)is anideal.

Ideal. A subset I C R[X] is called an ideal if

Vpge€l:ptqel and VpeR[X|Vgel:pgel.

Multiplier. A circuit C is called a multiplier if

2n—1

; 2's; — (nz_; 2@) (n;l Qibi) e I(0).



Basic Idea of Algebraic Approach

Multiplier Polynomials

—

Specification l
Ideal Membership




Ideal Membership Problem

Basis. Aset G = {g1,...,9m} C R[X] is called a basis of an ideal I if

I:{hlgl+"'+hmgm|h1»~-ahm€R[X]}:<G>

Given an arbitrary basis G of I it is not obvious how to decide ideal membership.

20
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Ideal Membership Problem

Basis. Aset G = {g1,...,9m} C R[X] is called a basis of an ideal I if

I:{hlgl+"'+hmgm|h17'~~ahm€R[X]}:<G>

Given an arbitrary basis G of I it is not obvious how to decide ideal membership.

Solution: We need a basis with certain structural properties, called Grébner basis.

Grobner basis. [Buchbergerss]

B Offers unique decision procedure for ideal membership problem.
B Every ideal has a finite Grobner basis.
B Given an arbitrary basis of an ideal, we are able to compute a Grébner basis.

20



Ideal Membership Problem

Basis. Aset G = {g1,...,9m} C R[X] is called a basis of an ideal I if

I:{hlgl+"'+hmgm|h17'~~ahm€R[X]}:<G>

Given an arbitrary basis G of I it is not obvious how to decide ideal membership.

Solution: We need a basis with certain structural properties, called Grébner basis.

Grobner basis. [Buchbergerss]

B Offers unique decision procedure for ideal membership problem.
B Every ideal has a finite Grobner basis.
B Given an arbitrary basis of an ideal, we are able to compute a Grébner basis.

B Computing a Grébner basis and deciding ideal membership is
EXPSPACE-complete.[mayr sTACS'89]

20



Ideal Membership Problem
[RitircBiereKauers FMCAD’17]
B We can deduce some elements of I(C):

[ Gate polynomials G(C)
[J Boolean value constraints B(C)

B Let J(C) = (G(C)U B(()).
B Lexicographic term order: Reverse topological
Output variable of a gate is greater than input variables [LvKallaEnescu TCAD'13].

Theorem
G(C)U B(C) is a Grébner basis for J(C').

Proof idea: Application of Buchberger’s Product criterion.

21



Soundness and Completeness

[RitircBiereKauers FMCAD’17]

For all acyclic circuits C, we have J(C) = I(C).

(C): soundness

|
=~
Q
N 1N
o~

(C): completeness

22



Non-Incremental Checking Algorithm

Verification Algorithm
2n—1 ) n—1 ‘ n—1 )

Reduce specification > 2's; — (D 2'a;) (D 2'b:;) by elements of G(C) U B(C)
1=0 1=0 =0

until no further reduction is possible, then C' is a multiplier iff remainder is zero.

23



Verification

G(C)uB(C)=A{

—83 + 9194,

—82 — 2g194 + ga + g1,
—9ga + 9293,

—81 — 29293 + g3 + g2,
—g1 + aibi,

—g2 + aob1,

—g3 + aibo,

—50 + aobo,

—ail + a1,

—ag + ao,

—b? + by,

—b3 +bo}

853 + 455 + 251 + sg — 4a1b1 — 2a1bg — 2a0b1 — agbo

24



Verification

G(C)uB(C)=A{

—83 + g19a,
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—81 — 29293 + g3 + g2,
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—g2 + aob1,

—g3 + aibo,

—50 + aobo,

—ail + a1,
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—b? + by,

—b3 +bo}
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Verification

G(C)uB(C)=A{

—83 + 9194,

—82 — 2g194 + ga + g1,
—9ga + 9293,

—81 — 29293 + g3 + g2,
—g1 + aibi,

—g2 + aob1,

—g3 + aibo,

—50 + aobo,

—ail + a1,

—ag + ao,

—b? + by,
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853 + 455 + 251 + sg — 4a1b1 — 2a1bg — 2a0b1 — agbo
8194 + 4s2 + 251 + 80 — 4a1b1 — 2a1bo — 2apb1 — apbo
4g4 + 4g1 + 251 + sg — 4a1b1 — 2a1bg — 2a0b1 — aobo
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Verification

G(C)uB(C)=A{

—83 + 9194,

—82 — 2g194 + ga + g1,
—9ga + 9293,

—81 — 29293 + g3 + g2,
—g1 + aibi,

—g2 + aob1,

—g3 + aibo,

—50 + aobo,

—ail + a1,

—ag + ao,

—b? + by,

—b3 +bo}

853 + 455 + 251 + sg — 4a1b1 — 2a1bg — 2a0b1 — agbo
8194 + 482 + 251 + 80 — 4a1b1 — 2a1bo — 2apb1 — agbo
494 4+ 491 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — apbo
49293 + 491 + 251 + s0 — 4a1b1 — 2a1bo — 2apb1 — apbo
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G(C)uB(C)=A{

—83 + 9194,

—82 — 2g194 + ga + g1,
—9ga + 9293,

—581 — 29293 + g3 + 92,
—g1 + aibi,

—g2 + aob1,

—g3 + aibo,

—50 + aobo,

—a% + a1,

—ag + ao,

—b? + by,

—b3 +bo}
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Verification

G(C)uB(C)=A{

—83 + 9194,

—82 — 2g194 + ga + g1,
—9ga + 9293,

—81 — 29293 + g3 + g2,
—g1 + aiby,

—g2 + aob1,

—g3 + aibo,

—50 + aobo,

—ai +an,

—ag + ao,

—b? + by,

—b3 +bo}

853 + 455 + 251 + sg — 4a1b1 — 2a1bg — 2a0b1 — agbo
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494 + 491 + 251 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
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4g1 + 293 + 292 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
2g3 + 2g2 + so — 2a1bo — 2a0b1 — aobo

24



Verification

G(C)uB(C)=A{

—83 + 9194,

—82 — 2g194 + ga + g1,
—9ga + 9293,

—81 — 29293 + g3 + g2,
—g1 + aibi,

—g2 + aob1,

—g3 + aibo,

—5s0 + aobo,

—ai +an,

—ag + ao,

—b? + by,

—b3 +bo}

853 + 455 + 251 + sg — 4a1b1 — 2a1bg — 2a0b1 — agbo
8194 + 482 + 251 + 80 — 4a1b1 — 2a1bo — 2apb1 — agbo
494 + 491 + 251 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
49293 + 491 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — apbo
4g1 + 2g3 + 292 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
2g3 + 2g2 + so — 2a1bo — 2a0b1 — aobo

2gs + so — 2a1bo — agbo

24



Verification

G(C)uB(C)=A{

—83 + 9194,

—82 — 2g194 + ga + g1,
—9ga + 9293,

—81 — 29293 + g3 + g2,
—g1 + aibi,

—g2 + aob1,

—g3 + aibo,

—50 + aobo,

—ai +an,

—ag + ao,

—b? + by,

—b3 +bo}

853 + 455 + 251 + sg — 4a1b1 — 2a1bg — 2a0b1 — agbo
8194 + 482 + 251 + 80 — 4a1b1 — 2a1bo — 2apb1 — agbo
494 + 491 + 251 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
49293 + 491 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — apbo
4g1 + 2g3 + 292 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
2g3 + 2g2 + so — 2a1bo — 2a0b1 — aobo

2gs + so — 2a1bo — agbo

50 — aobo

24



Verification

G(C)uB(C)=A{

—83 + 9194,

—82 — 2g194 + ga + g1,
—9ga + 9293,

—81 — 29293 + g3 + g2,
—g1 + aibi,

—g2 + aob1,

—g3 + aibo,

—50 + aobo,

—ail + a1,

—ag + ao,

—b3 + by,

—b3 +bo}

853 + 455 + 251 + sg — 4a1b1 — 2a1bg — 2a0b1 — agbo
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
494 + 491 + 251 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
49293 + 491 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — apbo
4g1 + 2g3 + 292 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
2g3 + 2g2 + so — 2a1bo — 2a0b1 — aobo

2gs + so — 2a1bo — agbo

S0 — aobo

0
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Faulty multiplier

Gate polynomials G(C).

83 =91\ ga
S2 = g1 D g4
ga = g2 N\gs3
s1 =02 D gs
g1 =a1 A\b
g2 = ag A b1
g3 = a1 Nbg

so = ao A bo

—S83 + ga01,
—82 — 2gag1 + g4 + g1,
—9g4 + 9293,
—81 — 2g2g3 + g2 + g3,
—g1 +aiby,
—g2 + aob,
—g3 + aibo,
—50 + aobo

Boolean value constraints B(C).

ai,ao € B
bi,bp € B

a1(1 —a1), ao(1 — ao),
bi(1 = by), bo(1 — bo)

g1 g2 g3
ga
53 So S1 S0
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Faulty multiplier

Gate polynomials G(C).

83 =91\ ga
S2 = g1 D g4
ga = g2 N\gs3
s1 =02 D gs
g1 =a1 A\b
g2 = ag A b1
g3 = a1 Nbg

so = ao A bo

—S83 + ga01,
—82 — 2gag1 + g4 + g1,
—9g4 + 9293,
—81 — 2g2g3 + g2 + g3,
—g1 +aiby,
—g2 + aob,
—g3 + aobo,
—50 + aobo

Boolean value constraints B(C).

ai,ao € B
bi,bp € B

a1(1 —a1), ao(1 — ao),
bi(1 = by), bo(1 — bo)

ap b1 b()
6
g2 g3
ga
So Sq S0
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Verification of a faulty multiplier

G(C)uB(C) ={

—83 + g194,

—82 — 29194 + g4 + g1,
—9a + 9293,

—51 — 2¢293 + g3 + g2,
—g1 + aibs,

—g2 + aob,

—g3 + aobo,

—s0 + aobo,

—a% + a1,

—ag + ao,

b7 + by,

—bg +bo}

8s3 + 485 + 2581 + sg — 4a1b1 — 2a1bg — 2a0b1 — aobg
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — apbo
494 + 491 + 251 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
49293 + 491 + 281 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
491 + 293 + 292 + so — 4a1b1 — 2a1bo — 2a0b1 — aobo
293 + 292 + so — 2a1bo — 2a0b1 — aobo

293 + s0 — 2a1bp — aobo
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Verification of a faulty multiplier

G(C)UB(C) = {

—43 + 9194, 853 + 482 + 281 + S0 — 4a1b1 — 2a1b0 — 2a0b1 — aob()
—82 — 29194 + g4 + g1,
—g4 + g293, 89194 + 4s2 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — apbo
—S1— 29293 + 93+ 92, 4g4 + 491 + 2581 + sg — 4a1b1 — 2a1bg — 2a0b1 — agbo
ot ahy 4 dgy +2 darby — 2a1bo — 2aob b
—ga + aobr, 9293 + 4g1 + 281 + s0 — 4a101 — 2a1bo — 2a0b1 — aobo
—g3 + aObO, 491 —+ 293 —+ 2g2 + 8o — 4a1b1 — 2a1bg — 2a0by — apbo
—s0 + aobo,
_a% + a1, 2g3 —+ 2g2 + 80 — 2a1bg — 2a0by — apbo
—ag + ao, 293 + s0 — 2a1bp — aobo
7b% +b15

so — 2a1bo + agpb
—b% +bo} 0 100 0bo

—2a1bo + 2aobo
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Counter Example

Remainder: —2a1by + 2agby # 0
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Counter Example

Remainder: —2a1by + 2agby # 0

01-01 = 0001
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Counter Example

Remainder: —2a1by + 2agby # 0

01-01 = 0001
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Error Correction using Algebra

Uses the remainder polynomial to compute rectification functions that nullify errors.

| Single-fix [FarahmandiMishra ICCD’17, MahzoonGroReDrechsler ISVLSI'18]

B Multi-fix [RacOndricekKallaEnescu VLSI-SoC'21, SabbaghAlizadeh ETS'21]

Limited application, as they rely on existence of remainder polynomial.
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Non-Incremental Checking Algorithm

Verification Algorithm
2n—1 ) n—1 ‘ n—1 )

Reduce specification > 2's; — (D 2'a;) (D 2'b:;) by elements of G(C) U B(C)
1=0 1=0 =0

until no further reduction is possible, then C' is a multiplier iff remainder is zero.
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Non-Incremental Checking Algorithm

Verification Algorithm

2n—1 n—1 n—1
Reduce specification > 2's; — (D 2'a;) (D 2'b:;) by elements of G(C) U B(C)
1=0 1=0 =0

until no further reduction is possible, then C' is a multiplier iff remainder is zero.

Computational Problems

B The number of monomials in the intermediate results increases drastically.
B 8-bit multiplier cannot be verified within 20 minutes.
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Non-Incremental Checking Algorithm

Number of monomials
0388888

Number of monomial

Number of monomials

10000000
1000000

10,000
1000

0 5 Y 5 E) E
Substitution step

() 4-bit multipliers

~—4-bit trivial mult

—4-bit non-trivial mult

~—8-bit trivial mult
—8-bit non-trivial mult

B 10 150
Substitution step

(b) 8-bit multipliers

100 20 0 a0 500
Substitution step

(¢) 16-bit multipliers

~—16-bit trivial mult
“—16-bit non-trivial mult

e —

0 700

[MahzoonGroBeDrechsler ICCAD’18]
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Strategies

1. Preprocessing
[0 Variable Elimination [MahzoonGroBeDrechsler DAC'19, RitircBiereKauers DATE'18]
2. Reduction

O Incremental Algorithm [RitircBiereKauers FMCAD'17]
J Dynamic Reduction Order [MahzoonGroBeSchollDrechsler DATE20]

3. Tricky: OR Gates in final stage adder

[ Include SAT or BDDs [KaufmannBiereKauers FMCAD'19, DrechslerMahzoon ISEEIE'22]
[ Dual variables [KaufmannBeameBiereNordstrom DATE 22]
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Preprocessing - Variable Elimination

[RitircBiereKauers DATE’18, MahzoonGroBeDrechsler DAC'19]

ashy asby aby aiby agby agby
Full adder
poo —c2 +9g2 + 91 — 9291,
—s2 +go + c1 — 2goca,
—g2 + goci, —2c2 — 82 + P20 + p11 + C1
—g1 + p20p11;

—go + p20 + p11 — 2p20p11

Theorem ( )
Local elimination of variables preserves Grébner basis.
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Incremental Verification

[RitircBiereKauers FMCAD’17]

Let P, = Z aibj.
k=i+j
Column-Wise Checking Algorithm

Input:  Circuit C with sliced Grébner bases G;
Output: Determine whether C is a multiplier

an +~—0

fori<2n—-11t00

CZ‘ + Remainder (2Ci+1 +s; — P, G»L )
return Cy =0
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Simple
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OR Gates

o= 02V o
02:O1Vl1
01 =13 Vi

—0+ 02 + lo — 0210,
—o02 + 01 + 11 — o1ly,
—o01 + I3+ 12 — l3l2

0

0y
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OR Gates

o
0=o02Vwx9 —0+ 02+ lo— 02lo, % .
o2 =01Vl —o2+o01+1l1— o1l 0
01 =13Vl —o1+13+1s— 13l oy,
L

o=lo+ 11 —loly + 12 —lolo — lila + lolila + 13 — lols — l1lz + lol1l3 — l2l3 + lolalz + l1l2l3 — lolilals
15 = 2* — 1 monomials

n OR Gates — 2" — 1 monomials
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SAT & Computer Algebra

ap—1,---,00 b1, ..

J J

7b0

Partial Product Generation

Partial Product Accumulation
Tm Ym A Lo Yo Cin

I — ™3
Final Stage Adder

T T 1

/
Cm+4l Sy e 5

I | l

Son—1 S2n—2 . Sk4+1 Sk ---S0

[KaufmannBiereKauers FMCAD’19]

ap—1,---,00 b1, -, bo

J |

Partial Product Generation

S Partial Product Accumulation
Adder Substitution
Tm Ym s Lo Yo Cin
T L 1 1 1T
Ripple Carry Adder

Cmt1 Sy e sh

[ l |
Son—1 S2n—2 e Sk+1 Sk---So
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SAT & Computer Algebra

[KaufmannBiereKauers FMCAD’19]

ap—1,---,00 bo-1,---,bo ap—1,---,00 b1, -, bo
Partial Product Generation Partial Product Generation
Partial Product Accumulation . Partial Product Accumulation
Adder Substitution
T Ym A Lo Yo Cin L Ym A Lo Yo Cin
= n 111 Frrtrrteeseestr e e aaaa B 111 T LA E S T
2kl ef T

Final Stage Adder Ripple Carry Adder

[T T T ]

Conp1 S . s i1 . sh
Lol ! | [ l |
San—1 S2n—2 . Sk+1 Sk --- S0 SAT San—1 S2n—2 .. Sk+1 Sk---50



SAT & Computer Algebra
[KaufmannBiereKauers FMCAD’19]

ComputerAIgebra

ap—1,---,00 bn-1,-.-,bo

J |

ap—1,---,00 bo-1,---,bo

J J

Partial Product Generation Partial Product Generation

Partial Product Accumulation L Partial Product Accumulation .

Adder Substitutfon .

T Ym Zo Yo Cin, O T Ym Zo Yo Cin, »

aeailil "f"lt'""i""'"l"f' - | 1 1 I | oh LK -
u L] | =
E Final Stage Adder E FHipEIs( ey fddet E:
. » l:
: | | | : it
. / / 5 / / ::
s Cmtl Sy S0 s Cmtl Sy S0 .t
= L] "
A l | CO l | H
2 S9n—1 Son— S Sk...S ® S9n—1 Son— S Sp...S) u=m
i S2n-1 52 k+1 Sk 0 SAT = San—152n—2 k+1 Sk 0 i
k| B ::
- L] L
NN NN NI NN NN SN NN NSNS E SN NSNS NN NN NN NN NN EEEEENEEEEEEE =11
.
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Dual Variables

Provide a shorthand notation for inverters.

Il3=11 Nl ly =11 ANl
—l3 +l1ls —ly—lLla+ 14

ls = =l1 A~y
—ls+lhly—1l1 —la+1
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Dual Variables

Provide a shorthand notation for inverters.

Dual variables.

Whenever two variables ;, f; € {0, 1} fulfill the relation f; = 1 — [;, we have f; = dual(l;).

Il3=101 Nl
—ls +lily

s+ 1yls

Iy =11 A=l
—ly—lila+ 1y
—la+ULf

ls = =l1 A~y
—ls+lhly—1l1 —la+1

—ls+ fif2
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OR Gates

o
o=02Vxy —0+4 02+ lg— 02lp, %
020 =01Vl —o2+o01+UL —oily, b
01 =13Vl —o1+13+1s— 13l oy,
L

o=lo+ 1l —loli + 12 —lolo — Lila + lolila + 13 — lols — l1ls + lolils — lals + lolals + Lilals — lolilals

o=1— fofifafs
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Evaluation - Multiplier Verification

Verification of 192 unsigned 64-bit multipliers

. TelUMA [KaufmannBeameBiereNordstrém DATE'22]

variable elimination - incremental reduction - dual var.

B AMulet2 kavimannsiere TACAS 21]

. ReVSCA-ZO [MahzoonGroBeDrechsler DAC'19]

variable elimination

—F— TeluMA

—— AMulet2
RevSCA-2.0

—— DyPoSub

Number of solved instances

| DYPOSUb [MahzoonGroBeSchollDrechsler DATE'20]

1
1
+
1
1
1
1
1
1
1
1
1
i
H variable elimination - incremental reduction - SAT
1
1
T
1
1
1
+
1
1
1
1
i
: variable elimination - dynamic reduction

10° 10! 10?
CPU time, time limit = 300sec
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Is the circuit really really correct?
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Proofs

Multiplier

Polynomials

Specification

B={

T — ag * bo,
y—ay by,
S0 - T *Y,

}

Verification

!

Correct?

Problem:
B Can we trust our own implementation?

B |s the verification process correct?
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Proofs

Problem:
Multiplier Polynomials .
[T 51 B Can we trust our own implementation?
x — ag * by,
L B |s the verification process correct?
}
Specification Solution:
Verification Validate result of verification process.

B Generate machine-checkable proofs.
B Check by independent proof checkers.

o
&
I

3G h e
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Practical Algebraic Calculus

G(C) ={-b+1—a, —c+ab}
' WD B(C) ={-a*+a)

Spec =c¢
[RitircBiereKauers SC2'18] [KaufmannFleuryBiere FMCAD’20]
* -b+1-a, a, -a*b+a-a~2; 3 * 1, a, -a%*b;
* -a~2+a, -1, a~2-a; 1 d;
+ -a*b+a-a~2, a~2-a, -axb; 4 + 3, 2, -C;
+ -axb, -c+axb, -C; 5 * 4, -1, c;
* -C, - 1 3 C;
[KaufmannBiereKauers FMCAD’19] [KaufmannFleuryBiereKauers FMSD’21]
* : -b+l-a, a, -axb; 3 % 1x(-a) + 2x(-1), c;
+ : -axb, -ctax*b, -c;
* 1 -C, -1, c;
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Is the circuit really really really correct?
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PASTEQUE

[KaufmannFleuryBiere FMCAD’20]

Theorem Prover Isabelle/HOL

Refinement Approach, relying on Isabelle’s Refinement Framework

B abstract specification on ideals: specification in ideal
H final step: executable checker

Isabelle’s Archive of Formal Proofs 8000 lines of code
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Conclusion

M Is the circuit correct?
Yes, because we have tested some cases.

B Is the circuit really correct?
Yes, because we applied algebraic reasoning.

B Is the circuit really really correct?

Yes, because we generated and checked a proof certificate.

B Is the circuit really really really correct?
Yes, because we used a verified proof checker.
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