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Intel Pentium Processor

http://neology.com.au/portfolios/
280502-90- 5x923/

Identification

AllS-Specs » Pentium » X923

 SX923 specifications

Architecture / Microarchitecture / Other

Notes on sSpec SX923

= This processor has FDIV bug.

Pinouts

Spec numbers » Glossary

SX923 (Intel Pentium 90 MHz)

-
General Information

Type CPU / Microprocessor
Family Intel Pentium

Part number A80502-90
Frequency (MHz) 90

Bus speed (MHz) & 60

Package type spGA

cpuID 05220
Core stepping B3
Core voltage (V) @ 3.3(3.135 - 3.465)

https://www.cpu-world. com/sspec/SX/SX923 . html



http://neology.com.au/portfolios/a80502-90-sx923/
http://neology.com.au/portfolios/a80502-90-sx923/
https://www.cpu-world.com/sspec/SX/SX923.html

Intel Pentium FDIV bug 1994

B Affected floating point unit (FPU) in early Intel processors.
B Processor might return incorrect result for division.
B Costin 1994: 500 million dollars.

http://neology.com.au/portfolios/
a80502-90-sx923/

Even more than 25 years later, verification of arithmetic circuits is considered to be hard.
Especially proving the correctness of gate-level integer multiplier circuits is a challenge.


http://neology.com.au/portfolios/a80502-90-sx923/
http://neology.com.au/portfolios/a80502-90-sx923/
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Is the circuit correct?



Multiplier circuit




Multiplier circuit

Circuit seems correct!




Is the circuit really correct?




Multiplier Circuits

Given: Gate-level multiplier for fixed bit-width.
Question: For all possible a;,b; € B :

(2a1 + ag) * (2by + bg) = 8s3 + 4sa + 281 + 507

S3

S1

S0



Testing

aiag
00
00
00
00
01
01
01
01
10
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10
10
11
11
11
11

b1bo
00
01
10
11
00
01
10
11
00
01
10
11
00
01
10
11

ga

53 So S1 50



Testing

Bit-width

Cases

0 O Ut W N

32

64

16

64
256
1024
4096
16 384
65 536

18446 744073709 551616

340 282 366 920 938 463 463 374 607 431 768 211 456

quintillion

undecillion



Formal Verification

System Automated Decision Process

Mathematical Model ’

B =/
xr — ag * bo,

Yy —aq * by,
so — T *Y,
Specification e

Foralla;,b; € B :

(2a1 + ao) * (2b1 + bo) =
8s3 + 4s5 + 251 + 507




Formal Verification Techniques

Satisfiability Checking (SAT)

B SAT 2016 Competition
[Biere SATComp’16]

B Exponential run-time of solvers
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Formal Verification Techniques

Satisfiability Checking (SAT)

B SAT 2016 Competition
[Biere SATComp’16]

B Exponential run-time of solvers

Theorem Proving
B Used in industry
B Past: Requires manual effort

B 2020: Progress in ACL2
[TemelSlobodovaHunt CAV’20]

Decision Diagrams

B First technique to detect Pentium bug
[ChenBryant DAC'95]

B Cannot be applied fully automatically

Algebraic Approach

B Seminal work:
[CiesielskiYuBrownLiuRossi DAC’15]
[SayedGroBeKihneSoekenDrechsler DATE’16]

B Polynomial encoding

B Works for non-trivial multiplier designs



Basic Idea of Algebraic Approach
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Basic Idea of Algebraic Approach

Multiplier

b

Specification

. —

Polynomials

B ={

z — ag * bo,
Yy —ay *b,
S0 — T *Y,

l

Ideal Membership

}




Multiplier Specification

Unsigned Integers:

2n—1
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Multiplier Specification

Unsigned Integers:

2n—1 n—1 n—1
0= )" 2 — (Z Qiai> (Z 2%1-) € Z[X]
=0 =0 i=0

Signed Integers:

2n—2 n—2

0=—2""lsp, 1+ Y 2s;i— (2”1%_1 +> Qiai) (2”1bn_1 +> 2ibi> € Z[X]

i=0 =0

n—2

=0



Multiplier Specification

Unsigned Integers:

2n—1 n—1 n—1
=0 =0 =0

Signed Integers:

2n—2 n—2

n—2
722n7182n_1 + Z QiSi — <2”1an_1 + Z 2iai> <2n1bn_1 + Z 21b1> S Z[X]
i=0

=0 =0



Multiplier Specification

Unsigned Integers:

2n—1

; 2s; — (2 2iai> (n;l 2’@) € Z|X] C Q[X]

Signed Integers:

2n—2 n—2 n—2
2" g1+ Y 2 — <2"1an_1 +> 2iai> (2“1bn_1 +> 2%1-> € Z[X] C Q[X]
=0 =0 i=0



Multiplier Specification

Unsigned Integers:

2n—1 n—1 n—1
> s (2 ) (X ow)
=0 =0 i=0
Signed Integers:
2n—2 n—2
722’”7182”_1 + Z 2181; _ <2n1an—1 + Z 2Zai> (
=0 =0

€ Q[X]

n—2
72n71bn—1 + Z 27lbl> € Q[X}
i=0



Basic Idea of Algebraic Approach

Multiplier

by

Specification
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Polynomials

B={

T — ag * bo,
y—al*bl,
S0 — T *Y,

l

Ideal Membership

}
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Multiplier Polynomials
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Specification l
Ideal Membership




From Circuits to Polynomials

AND-Gate fAg=y
fa f g9ly

0 00

0 1]0

1 0|0

Y 1 1)1

XOR-Gate f®g=1y
fg f g9ly
L 0 00

0 11
1 0|1
Yy 1 110

1 g2 g3
ga
S3 59 51 S0



From Circuits to Polynomials

AND-Gate fAg=y
fa f g9ly
0 0]0
0 11]0 —y+ fg
1 00
Y 1 1)1
XOR-Gate f®g=1y
fg f g9ly
L 0 00
@ 0 11 —y+[f+g-—2fg
1 01
Yy 1 110

1 g2 g3
ga
S3 59 51 S0



From Circuits to Polynomials

Gate polynomials G(C).

$3 =91\ ga — 83 + 9491,

g1 g2 g3
9a
53 So S1 50



From Circuits to Polynomials

Gate polynomials G(C).

$3 =91\ ga — 83 + 9491,
S2 = g1 D ga — 82 — 29491 + g4 + g1,

g1 g2 g3
9a
53 So S1 50



From Circuits to Polynomials

Gate polynomials G(C).

$3 =91\ ga — 83 + 9491,
S2 = g1 D ga — 82 — 29491 + g4 + g1,
ga = g2 N\ gs — 94 + 9293,

53 So S1 50
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Gate polynomials G(C).
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From Circuits to Polynomials

Gate polynomials G(C).

83 =91\ ga — 83 + gag1,
S2 =091 D ga — 82 — 2g4g1 + g4 + g1,
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From Circuits to Polynomials

Gate polynomials G(C).

83 =91\ ga — 83 + gag1,
S2 =091 D ga — 82 — 2g4g1 + g4 + g1,
94 = g2 N\gs3 — 94 + G293,
s1 =92 D gs — 81 — 2g293 + g2 + g3,
g1 =ai Ab — g1 +aib,
g2 = ap N\ b — g2 + aob,
g3 = a1 Nbp — g3 + aibo,
so = ag A by — 80 + aobo




From Circuits to Polynomials

Gate polynomials G(C).

83 =91\ ga
S2 = g1 D ga
ga=9ga2Ngs
s1 =02 Dgs
g1 =ai Ab
g2 = ap N\ b
g3 = a1 Nbp

so = ao A bg

— 83 + gag1,
— 82 — 29491 + g4 + g1,
— 94+ G293,
— 81 — 2g293 + g2 + g3,
— g1 +aib,
— g2 + aob,
— g3 + aibo,
— So + aobo

Boolean value constraints B(C).

ai,a0 €B
b],bo eB

a1(1 —a1), ao(1 — ao),
bi(1—by), bo(1 — bo)

g1 g2 g3
9a
53 So S1 50



From Circuits to Polynomials

Gate polynomials G(C).

83 =91\ ga
S2 = g1 D ga
ga=9ga2Ngs
s1 =02 Dgs
g1 =ai Ab
g2 = ap N\ b
g3 = a1 Nbp

so = ao A bg

— 83 + gag1,
— 82 — 29491 + g4 + g1,
— 94+ G293,
— 81 — 2g293 + g2 + g3,
— g1 +aib,
— g2 + aob,
— g3 + aibo,
— So + aobo

Boolean value constraints B(C).

ai,a0 €B
b],bo eB

70% + ai, 70‘(% + ao,
—b% + b1, —bj + bo

g1 g2 g3
9a
53 So S1 50



Ideals Associated to Circuits

[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’20]

More circuit relations:

B —s0 + aobo AND-gate

B —al+a a, Boolean

B g+ g- Boolean

B 5194 XOR-AND constraint
...

Polynomial Circuit Constraints.
A polynomial p € Q[X] is a polynomial circuit con-
straint (PCC) if for all

(aoy.--yan-1,b0,...,bn-1) € {0, 1}2n
and resulting values g1, ..., 9k, S0, .., S2n—1 implied

by the gates of the circuit C the substitution of these
values into p gives zero.




Ideals Associated to Circuits

[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’20]

B The set of all PCCs for C is denoted by I(C).

B ](C) contains all relations of the circuit C.

B /(C)is anideal.

Ideal. A subset I C R[X] is called an ideal if

Vpge€l:ptqel and VpeR[X|Vgel:pgel.

Multiplier. A circuit C is called a multiplier if

2n—1

; 2's; — (nz_; 2@) (n;l Qibi) e I(0).



Basic Idea of Algebraic Approach

Multiplier Polynomials

—

Specification l
Ideal Membership

20



Ideal Membership Problem

Basis. Aset G = {g1,...,9m} C R[X] is called a basis of an ideal I if

I:{hlgl+"'+hmgm|h1»~-ahm€R[X]}:<G>

Given an arbitrary basis G of I it is not obvious how to decide ideal membership.

21
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Basis. Aset G = {g1,...,9m} C R[X] is called a basis of an ideal I if

I:{hlgl+"'+hmgm|h17'~~ahm€R[X]}:<G>

Given an arbitrary basis G of I it is not obvious how to decide ideal membership.

Solution: We need a basis with certain structural properties, called Grébner basis.
Grobner basis. [Buchbergerss]

B Offers decision procedure for ideal membership problem in R[X], where R is a field.
B Every ideal of R[X] has a finite Grébner basis.
B Given an arbitrary basis of an ideal, we are able compute a Grobner basis.
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Ideal Membership Problem

Basis. Aset G = {g1,...,9m} C R[X] is called a basis of an ideal I if

I:{hlgl+"'+hmgm|h17'~~ahm€R[X]}:<G>

Given an arbitrary basis G of I it is not obvious how to decide ideal membership.

Solution: We need a basis with certain structural properties, called Grébner basis.

Grobner basis. [Buchbergerss]

B Offers decision procedure for ideal membership problem in R[X], where R is a field.
B Every ideal of R[X] has a finite Grébner basis.
B Given an arbitrary basis of an ideal, we are able compute a Grobner basis.

B Computing a Grébner basis over Q and deciding ideal membership is
EXPSPACE-complete.[mayr sTACS'89]

21



Ideal Membership Problem
[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’20]
B We can deduce some elements of I(C):

[ Gate polynomials G(C)
[J Boolean value constraints B(C)

B Let J(C) = (G(C)U B(()).
B Lexicographic term order: Reverse topological
Output variable of a gate is greater than input variables [LvKallaEnescu TCAD'13].

Theorem
G(C)U B(C) is a Grébner basis for J(C').

Proof idea: Application of Buchberger’s Product criterion.

22



Soundness and Completeness

[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’20]

For all acyclic circuits C, we have J(C) = I(C).

(C): soundness

|
=~
Q
N 1N
o~

(C): completeness

23



Non-Incremental Checking Algorithm

Verification Algorithm
2n—1 ) n—1 ‘ n—1 )

Reduce specification > 2's; — (D 2'a;) (D 2'b:;) by elements of G(C) U B(C)
1=0 1=0 =0

until no further reduction is possible, then C' is a multiplier iff remainder is zero.

24



Verification

G(C)UB(C) ={

—83 + g194,

—S2 — 29194 + 94 + g1,
—g4 + 9293,

—81 — 29293 + g3 + g2,
—g1 + aiby,

—g2 + aob,

—gs +aibo,

—50 + aobo,

—ai + a1,

fag + ao,

—b3 + b1,

—b% +bo}

8s3 + 4ss + 281 + sg — 4a1b1 — 2a1bp — 2a0b1 — aobo

25



Verification

G(C)uB(C)=A{

—83 + 9194,

—S2 — 29194 + 94 + g1,
—9ga + 9293,

—81 — 29293 + g3 + g2,
—g1 + aiby,

—g2 + aob,

—g3 + aibo,

—50 + aobo,

—ai + a1,

fag + ao,

—b3 + b1,

—b% +bo}

8s3 + 4ss + 281 + sg — 4a1b1 — 2a1bp — 2a0b1 — aobo

89194 + 4s2 + 2s1 + so — 4a1by — 2a1bg — 2a0b1 — agbo

25



Verification

G(C)uB(C)=A{

—83 + g194,

5y — + g4+ g1, 8s3 4+ 4s2 4+ 281 4+ so — 4ai1br — 2a1bo — 2a0b1 — aobo
—ga + 9293, +4s2 + 251 + s0 — 4arb1 — 2a1bo — 2aob1 — aobo
—S51 = 29293 + g3 + 92, 4gs + 491 + 281 + s0 — 4arbi — 2a1bo — 2aob1 — aobo
—g1 + aiby,

—g2 + aob,

—gs +aibo,

—s0 + aobo,

—af + a1,

fag + ao,

—b3 + b1,

—b% +bo}
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Verification

G(C)uB(C)=A{

—83 + g194,

—82 — 29194 + ga + g1,
—94 + 9293,

—81 — 29293 + g3 + g2,
—g1 + aiby,

—g2 + aob,

—gs +aibo,

—s0 + aobo,

—ai +an,

—ag + ao,

—b3 + b1,
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Verification

G(C)uB(C)=A{
—83 + g194,
—S2 — 29194 + 94 + g1,
—9ga + 9293,
—S1 —+93+92,
—g1 + aiby,
—g2 + aob,
—g3 + aibo,
—s0 + aobo,
—af + a1,
fag + ao,
—b7 + by,
—b3 4+ bo}

853 + 485 + 281 + s¢o — 4a1b1 — 2a1bo — 2a0b1 — apbo
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — aobo
494 + 491 + 281 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo

4+ 4g1 4 281 4+ so — 4ai1br — 2a1bo — 2a0b1 — aobo
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Verification

G(C)uB(C)=A{
—83 + g194,
—82 — 29194 + ga + g1,
—g4 + 9293,
—81 — 29293 + g3 + g2,
—g1+ 7
—g2 + aob,
—gs +aibo,
—s0 + aobo,
—af + a1,
fag + ao,
—b3 + b1,
—b% +bo}

853 + 485 + 281 + s¢o — 4a1b1 — 2a1bo — 2a0b1 — apbo
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — aobo
494 + 491 + 281 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
49293 + 491 + 251 + so — 4a1b1 — 2a1bg — 2apb1 — aobo
4g1 + 293 + 292 + so — — 2a1bg — 2a0b1 — aobo

2g3 + 2g2 + sg — 2a1bg — 2a0br — apbo

25



Verification

G(C)uB(C)=A{
—83 + g194,
—82 — 29194 + ga + g1,
—g4 + 9293,
—81 — 29293 + g3 + g2,
—g1 + aiby,
—g2 + s
—gs +aibo,
—s0 + aobo,
—af + a1,
fag + ao,
—b3 + b1,
—b% +bo}

853 + 485 + 281 + s¢o — 4a1b1 — 2a1bo — 2a0b1 — apbo
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — aobo
494 + 491 + 281 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
49293 + 491 + 251 + so — 4a1b1 — 2a1bg — 2apb1 — aobo
4g1 + 293 + 292 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo

293 + 292 + so — 2a1bg — — apbo

2g3 + so — 2a1by — aobo
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Verification

G(C)UB(C) ={
—83 + 9194,
—82 — 29194 + ga + g1,
—g4 + 9293,
—81 — 29293 + g3 + g2,
—g1 + aiby,
—g2 + aob,
—g3 + 7
—s0 + aobo,
—a% + a1,
fag + ao,
—b? + by,
—b§ +bo}

853 + 485 + 281 + s¢o — 4a1b1 — 2a1bo — 2a0b1 — apbo
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — aobo
494 + 491 + 281 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
49293 + 491 + 251 + so — 4a1b1 — 2a1bg — 2apb1 — aobo
4g1 + 293 + 292 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
2g3 + 292 + so — 2a1bo — 2a0b1 — aobo

2g3 + so —— aobo

S0 — aobo
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Verification

G(C)uB(C)=A{
—83 + g194,
—S2 — 29194 + 94 + g1,
—g4 + 9293,
—81 — 29293 + g3 + g2,
—g1 + aiby,
—g2 + aob,
—gs +aibo,

—a% + a1,
fag + ao,
—b7 + b1,
—b§ +bo}

853 + 485 + 281 + s¢o — 4a1b1 — 2a1bo — 2a0b1 — apbo
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — aobo
494 + 491 + 281 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
49293 + 491 + 251 + so — 4a1b1 — 2a1bg — 2apb1 — aobo
4g1 + 293 + 292 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
2g3 + 292 + so — 2a1bo — 2a0b1 — aobo

2gs + so — 2a1bo — aobo

50 —| aobo

0
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Faulty multiplier

Gate polynomials G(C).

83 =91\ ga
S2 = g1 D g4
ga = g2 N\gs3
s1 =02 D gs
g1 =a1 A\b
g2 = ag A b1
g3 = a1 Nbg

so = ao A bo

—S83 + ga01,
—82 — 2gag1 + g4 + g1,
—9g4 + 9293,
—81 — 2g2g3 + g2 + g3,
—g1 +aiby,
—g2 + aob,
—g3 + aibo,
—50 + aobo

Boolean value constraints B(C).

ai,ao € B
bi,bp € B

a1(1 —a1), ao(1 — ao),
bi(1 = by), bo(1 — bo)

g1 g2 g3
ga
53 So S1 S0
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Faulty multiplier

Gate polynomials G(C).

83 =91\ ga
S2 = g1 D g4
ga = g2 N\gs3
s1 =02 D gs
g1 =a1 A\b
g2 = ag A b1
g3 = a1 Nbg

so = ao A bo

—S83 + ga01,
—82 — 2gag1 + g4 + g1,
—9g4 + 9293,
—81 — 2g2g3 + g2 + g3,
—g1 +aiby,
—g2 + aob,
—g3 + aibo,
—50 + aobo

Boolean value constraints B(C).

ai,ao € B
bi,bp € B

a1(1 —a1), ao(1 — ao),
bi(1 = by), bo(1 — bo)

g1 g2 g3
ga
53 So S1 S0
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Faulty multiplier

Gate polynomials G(C).

83 =91\ ga
S2 = g1 D g4
ga = g2 N\gs3
s1 =02 D gs
g1 =a1 A\b
g2 = ag A b1
g3 = a1 Nbg

so = ao A bo

—S83 + ga01,
—82 — 2gag1 + g4 + g1,
—9g4 + 9293,
—81 — 2g2g3 + g2 + g3,
—g1 +aiby,
—g2 + aob,
—g3 + aobo,
—50 + aobo

Boolean value constraints B(C).

ai,ao € B
bi,bp € B

a1(1 —a1), ao(1 — ao),
bi(1 = by), bo(1 — bo)

ap b1 b()
6
g2 g3
ga
So Sq S0

26



Verification of a faulty multiplier

G(C)uB(C) ={

—83 + g194,

—82 — 29194 + g4 + g1,
—9a + 9293,

—51 — 2¢293 + g3 + g2,
—g1 + aibs,

—g2 + aob,

—g3 + aobo,

—s0 + aobo,

—a% + a1,

—ag + ao,

b7 + by,

—bg +bo}

8s3 + 485 + 2581 + sg — 4a1b1 — 2a1bg — 2a0b1 — aobg
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — apbo
494 + 491 + 251 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
49293 + 491 + 281 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
491 + 293 + 292 + so — 4a1b1 — 2a1bo — 2a0b1 — aobo
293 + 292 + so — 2a1bo — 2a0b1 — aobo

293 + s0 — 2a1bp — aobo
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Verification of a faulty multiplier

G(C)uB(C) ={

—83 + g194,

—82 — 29194 + g4 + g1,
—9a + 9293,

—51 — 2¢293 + g3 + g2,
—g1 + aibs,

—g2 + aob,

—g3 + aobo,

—s0 + aobo,

—a% + a1,

—ag + ao,

b7 + by,

—bg +bo}

8s3 + 485 + 2581 + sg — 4a1b1 — 2a1bg — 2a0b1 — aobg
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — apbo
494 + 491 + 251 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
49293 + 491 + 281 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
491 + 293 + 292 + so — 4a1b1 — 2a1bo — 2a0b1 — aobo
293 + 292 + so — 2a1bo — 2a0b1 — aobo

2g3 + so — 2a1bo — aobo

S0 — 2a1bo + aobo
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Verification of a faulty multiplier

G(C)uB(C) ={

—83 + g194,

—82 — 29194 + g4 + g1,
—9a + 9293,

—51 — 2¢293 + g3 + g2,
—g1 + aibs,

—g2 + aob,

—g3 + aobo,

—s0 + aobo,

—a% + a1,

—ag + ao,

b7 + by,

—bg +bo}

8s3 + 485 + 2581 + sg — 4a1b1 — 2a1bg — 2a0b1 — aobg
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — apbo
494 + 491 + 251 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
49293 + 491 + 281 + so — 4a1b1 — 2a1bp — 2a0b1 — aobo
491 + 293 + 292 + so — 4a1b1 — 2a1bo — 2a0b1 — aobo
293 + 292 + so — 2a1bo — 2a0b1 — aobo

2g3 + so — 2a1bo — aobo

s0 — 2a1bo + aobo
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Verification of a faulty multiplier

G(C)UB(C) = {

—43 + 9194, 853 + 482 + 281 + S0 — 4a1b1 — 2a1b0 — 2a0b1 — aob()
—82 — 29194 + g4 + g1,
—g4 + g293, 89194 + 4s2 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — apbo
—S1— 29293 + 93+ 92, 4g4 + 491 + 2581 + sg — 4a1b1 — 2a1bg — 2a0b1 — agbo
ot ahy 4 dgy +2 darby — 2a1bo — 2aob b
—ga + aobr, 9293 + 4g1 + 281 + s0 — 4a101 — 2a1bo — 2a0b1 — aobo
—g3 + aObO, 491 —+ 293 —+ 2g2 + 8o — 4a1b1 — 2a1bg — 2a0by — apbo
—s0 + aobo,
_a% + a1, 2g3 —+ 2g2 + 80 — 2a1bg — 2a0by — apbo
—ag + ao, 293 + s0 — 2a1bp — aobo
7b% +b15

so — 2a1bo + agpb
—b% +bo} 0 100 0bo

—2a1bo + 2aobo
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Counter Example

Remainder: —2a1by + 2agby # 0
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Counter Example

Remainder: —2a1by + 2agby # 0

01-01 = 0001
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Counter Example

Remainder: —2a1by + 2agby # 0

01-01 = 0001
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Non-Incremental Checking Algorithm

Verification Algorithm
2n—1 ) n—1 ‘ n—1 )

Reduce specification > 2's; — (D 2'a;) (D 2'b:;) by elements of G(C) U B(C)
1=0 1=0 =0

until no further reduction is possible, then C' is a multiplier iff remainder is zero.
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Non-Incremental Checking Algorithm

Verification Algorithm

2n—1 n—1 n—1
Reduce specification > 2's; — (D 2'a;) (D 2'b:;) by elements of G(C) U B(C)
1=0 1=0 =0

until no further reduction is possible, then C' is a multiplier iff remainder is zero.

Computational Problems

B The number of monomials in the intermediate results increases drastically.
B 8-bit multiplier cannot be verified within 20 minutes.
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Non-Incremental Checking Algorithm

Number of monomials
0388888

Number of monomial

Number of monomials

10000000
1000000

10,000
1000

0 5 Y 5 E) E
Substitution step

() 4-bit multipliers

~—4-bit trivial mult

—4-bit non-trivial mult

~—8-bit trivial mult
—8-bit non-trivial mult

B 10 150
Substitution step

(b) 8-bit multipliers

100 20 0 a0 500
Substitution step

(¢) 16-bit multipliers

~—16-bit trivial mult
“—16-bit non-trivial mult

e —

0 700

[MahzoonGroBeDrechsler ICCAD’18]
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Incremental Verification

[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’20]

Let P, = Z aibj.
k=i+j
Column-Wise Checking Algorithm

Input:  Circuit C with sliced Grébner bases G;
Output: Determine whether C' is a multiplier

an +~—0

fori<2n—-11t00

CZ‘ + Remainder (20i+1 +s; — P, GZ )
return Cy =0
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AND-Inverter Graphs (AlIGs)

S0

S1

94

52

32



Rewriting
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Rewriting
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Variable Elimination
Variable elimination is based on elimination theory of Grébner bases.

Identify sub-circuits Cs in the AlGs and eliminate internal variables
[RitircBiereKauers DATE’18, KaufmannBiereKauers FMSD’20].

B Full-adder rewriting

B Half-adder rewriting

B XOR rewriting

B Eliminating nodes with single dependency

Repeated elimination of variables with single dependency [KauimannBiereKauers FMCAD'19]:

B Does not rely on specific patterns.
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Elimination theory of Grobner bases

Elimination order. Let X = Y U Z and we want to eliminate Z. Order the terms such that
for all terms o, 7 where a variable from Z is contained in ¢ but not in 7, we obtain 7 < .

Elimination ideal. The elimination ideal J where the Z-variables are eliminated of
I C Q[X] = QJY, Z] is defined by
J=InQ[Y].

Elimination theorem. Given an ideal I C Q[X] = Q[Y, Z]. Further let G be a Grdébner
basis of I with respect to an elimination order Y < Z. Then the set
H=GnQ[Y]

is a Grébner basis of the elimination ideal J = I N Q[Y], in particular (H) = J.
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Variable Elimination

Example: I C Qo,z,y,a,b]. Eliminate y.

Ideal

I'=(
—o+xy—x—y+1,
—xr+ab—a—b+1,
—y + ab)

Extended ideal

I'=(
—o+axy—xz—y+1,
—o+xab—x —ab+ 1,
—rz+ab—a—b+1,
—y + ab)

Rewritten ideal

I'={

—o+xab—x —ab+1,
—x4+ab—a—b+1,
—y + ab)

Elimination ideal
INQo,z,a,b] = (
—o+xab—x —ab+ 1,
—z+ab—a—b+1)
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Local variable elimination

Theorem
Let G C Q[X] = QIY, Z] be a Grébner basis with respect to some term order <. Let

G4 =GNQ[Y] andGg = G\ G 4. Let <y be an elimination order for Z which agrees with
<¢ for all terms that are free of Z, i.e., terms free of Z are equally ordered in < and <.
Suppose that (Gg) has a Grébner basis Hp with respect to <y which is such that every
leading term in Hg is free of Z or free of Y. Then (G) NQ[Y] = ((Ga) + (Gg)) NQ[Y] =
(Ga) + ((Gp) NQYY]).

Theorem
LetG,G4,Gp,Hp,Hy,Hz,<pg,<qg be as before. Then H = G 4 U Hy is a Grébner basis

w.r.t. the ordering <y .
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Multiplier — Array Accumulation & Ripple-Carry Adder
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Multiplier — Wallace Tree Acc. & Carry Look-Ahead Adder
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Multiplier — Wallace Tree Acc. & Carry Look-Ahead Adder

H

0 a2 D
S A—— =T
o 56 @@ 132 ) (o) (ime
o D o@ ax m) (me) (iwo
=
@"o 166 DICS T2 1%
=
=

xxxxxxx
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Multiplier — Wallace Tree Acc.

& Carry Look-Ahead Adder

= DR s
—
........... ) (e

= 2 ) (@
w = D 0 %3 (o
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OR Gates

0= 02V Ty
02 =01 V21

01 =x3 VX2

—0+ 02 + X9 — 02%0,
—02 + 01+ 1 — 0121,
—01 + X3 + T2 — T3T2

0y

T3

(&)

T2

Zo
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OR Gates

O
0=02VITo —0+ 02+ To— 0270, [
Zo
02 =01Vx1 —o2+o01+x1— o171,
01 =x3V T2 —01+x3+ T2 — T3T2 o
Zy

T3 T2

0 =10+ %1 — ToT1 + T2 — ToT2 — T1T2 + ToT1%2 + T3 — ToT3 — T1T3 + ToT1T3 — T2T3 + ToT2T3 +

T1T2T3 — ToT1T2T3
15 = 2" — 1 monomials
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SAT & Computer Algebra

ap—1,---,00 b1, ..

J J

7b0

Partial Product Generation

Partial Product Accumulation
Tm Ym A Lo Yo Cin

I — ™3
Final Stage Adder

T T 1

/
Cm+4l Sy e 5

I | l

Son—1 S2n—2 . Sk4+1 Sk ---S0

[KaufmannBiereKauers FMCAD’19]

ap—1,---,00 b1, -, bo

J |

Partial Product Generation

S Partial Product Accumulation
Adder Substitution
Tm Ym s Lo Yo Cin
T L 1 1 1T
Ripple Carry Adder

Cmt1 Sy e sh

[ l |
Son—1 S2n—2 e Sk+1 Sk---So
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SAT & Computer Algebra

[KaufmannBiereKauers FMCAD’19]

ap—1,---,00 bo-1,---,bo ap—1,---,00 b1, -, bo
Partial Product Generation Partial Product Generation
Partial Product Accumulation . Partial Product Accumulation
Adder Substitution
T Ym A Lo Yo Cin L Ym A Lo Yo Cin
= n 111 Frrtrrteeseestr e e aaaa B 111 T LA E S T
2kl ef T

Final Stage Adder Ripple Carry Adder

[T T T ]

Conp1 S . s i1 . sh
Lol ! | [ l |
San—1 S2n—2 . Sk+1 Sk --- S0 SAT San—1 S2n—2 .. Sk+1 Sk---50



SAT & Computer Algebra
[KaufmannBiereKauers FMCAD’19]

ComputerAIgebra

ap—1,---,00 bn-1,-.-,bo

J |

ap—1,---,00 bo-1,---,bo

J J

Partial Product Generation Partial Product Generation

Partial Product Accumulation L Partial Product Accumulation .

Adder Substitutfon .

T Ym Zo Yo Cin, O T Ym Zo Yo Cin, »

aeailil "f"lt'""i""'"l"f' - | 1 1 I | oh LK -
u L] | =
E Final Stage Adder E FHipEIs( ey fddet E:
. » l:
: | | | : it
. / / 5 / / ::
s Cmtl Sy S0 s Cmtl Sy S0 .t
= L] "
A l | CO l | H
2 S9n—1 Son— S Sk...S ® S9n—1 Son— S Sp...S) u=m
i S2n-1 52 k+1 Sk 0 SAT = San—152n—2 k+1 Sk 0 i
k| B ::
- L] L
NN NN NI NN NN SN NN NSNS E SN NSNS NN NN NN NN NN EEEEENEEEEEEE =11
.
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SAT

Lm Ym e Zo Yo Cin Tm Ym e Lo Yo Cin
[ = I =
Generate-and-Propagate Adder Ripple Carry Adder
C S 4 S / / 111 /
TrTh (T \ Cm+15m S0
Bitlevel Miter
1

B AIG is translated to CNF.
B CNF is given to SAT solver.
B To show correctness SAT solver needs to return UNSAT.
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AMulet 2.0

Computer Algebra Systems [KaufmannBiereKauers FMSD'20]

B Mathematica, Singular

B Algorithmic power
(e.g., Mathematica has > 5000 built-in functions).

B Easy to use.

B Designed for general purposes.

AMULET 2.0 [KaufmannBiere TACAS™21]
B C++ implementation (~ 6 000 lines)

B Automatically applies adder substitution and
circuit verification.

B Designed to make use of properties of polynomials.

B On-the-fly reduction of Boolean value constraints.

' Verify
ai | AMuULET  |-aig | AMULET
4
9 ! substitute verify
| J.cnf
|
! KISSAT
| SAT solver
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$ ./amulet ../benchmarks/btor/btors12.aig -verify -v2j]




danielagdaninovo: $ ./amulet ../benchmarks/btor/btors12.alg -verify -v2
amulet2] AMulet Version 2.6

amulet2] Aiger multiplier exanination tool

amulet2] Copyright(C) 2020, Daniela Kaufmann, Johannes Kepler University Linz

amulet2] selected mode: verification

amulet2] reading '../benchmarks/btor /btors12.aig

amulet2] MILOA 2092544 1024 © 1624 2091520

anulet2] assuming ordering as in BTOR generated benchmarks

amulet2] (a[0], a[1], ..., a[511]) =(input[6], input[2], ..., input[1622])

anulet2] (b[6], b[1], ..., b[511]) =(input[1], input[3], ..., input[1023])
amulet2] (s[o], ..., s[1023]) =(output[e], ..., output[1623])

amulet2] allocating 2093568 gates

amulet2] found 262144 partial products

anulet2] assuming simple pp generator

amulet2] found 522752 xor-gates

anulet2] marking xor chain gates

amulet2] marked 0 xor gates in last slice

anulet2] remove internal xor gates




B $ ./amulet ../benchmarks/btor /btor512.aig -verify -v2
amulet2] AMulet Version 2.6

amulet2] Aiger multiplier examination tool

amulet2] Copyright(C) 2020, Daniela Kaufmann, Johannes Kepler University Linz

amulet?] selected mode: verification

anulet2] reading '../benchmarks/btor /btors12.aig

amulet2] MILOA 2092544 1024 © 1624 2091520

amulet2] assuming ordering as in BTOR generated benchmarks

amulet2] (a[0], a[1], ..., a[511]) =(input[6], input[2], ..., input[1622])

amulet2] (b[6], b[1], ..., b[511]) =(input[1], input[3], ..., input[1623])

anulet2] (sfol, ..., s[1623]) =(output[0], ..., output[1623])

amulet2] allocating 2093568 gates

amulet2] found 262144 partial products

amulet2] assuming simple pp generator

amulet2] found 522752 xor-gates

amulet2] marking xor chain gates

amulet2] marked 0 xor gates in last slice

anulet2] remove internal xor gates

amulet2] removed 522752 internal xor gates

amulet2] slicing based on xor

amulet2] remove single occurence gates

amulet2] removed 0 single occurence gates

anulet2] moved 0 gates to smaller slices

amulet2] remove gates that are not assigned to slices

amulet2] removed 0 gates that are not assigned to slices

anulet2
amulet?2
amulet2] started reducing

amulet2] reducing by slice 1623
amulet2] after reducing by slice 1023

amulet2] remainder is -8988465674311! '11532863671504 886633 2750481566354 1 1124642371531973706218888394671243274263815110980062304705972654147604250
171231440736956! 9413618581 14911 2417678164812112068608* 4311 '11532863671504( 882
1124642371531973706211 46712432742638151 341171231440736956! 9413618581 14911 2417678164812112068608 ;.

[anulet2

[amulet2] reducing by slice 1022
[amulet2] after redu(lng by slice 1511

[anulet2] remainder 355766431 1689513752467831771 7673802125
144220953767058551572036847827 276711465 1 14185672- 449423283715S789759323252975972S518340449424473S5755431835752BZ89433158951375240783177119330501BBABBS280028459957848339414
62321 1094441973356216371 1 673802125144220953767058561572! 67114 4311 12366
7115328636715040578866337902750481 HhoasizaisioTsrosst 146712432742638151 171231440736956555276413618581 14911
9973622969239858152417678164812112068608 ;
[anulet2]

[anulet2] reducing by slice 1621
[anulet2] after reducing by slice 1021

[amulet2] remainder is -22471164185778948846616314884862809170224712236778832159178760144716584475687620391 6970734872110180207781 22098 77745015576176493163536901062

57211 3881 8: 32872 4 203028017152*14185040-2247116418577894884661631488486280917022471223677883215917876014471 4

348721101802077811 -722095557 659537777450155761764931 1 721104 A35517503404545415513535573257279993405742309954535104419541203025017151*14155035 ZZ4711541557759455455153145545525591

7022471223677883215917676014471658447568 1 3487211018602077811 77745015576176493

9993405742309964538104419541203028017152* 7413492557 127510674136710336496477531 77&‘)5285117’” 5 1270495177250912: "334348177854898l‘)Z795541552950034324555978513332
71 1 506 1 1 1

[anulet2]

[amulet2] reducing by slice 1620
[amulet2] after reducing by slice 1020

[anulet2] remainder is -11 44233081574424314045851123561 427983265047100132000711 13277 768450531

zsssssz354417545403930091119559405551791311759405917755543539995702571154952159052159775501514903575*14154991 ST P B S B 4279832650471001320007117491962084853
702322709406917786643639996702871154982269052209770601514008576*14184990- 1123 55820928894744233081 574424314045

8511 427983265047100132000711 Las671327 768450531 1 70232270940691778664363

9996702671154962269052209770601514008576 *14164968- 11235562092869474423308.1574424314045851 123561 411 8723582922 794279832656471001320007117491962084853674: 1327736104933

72507 768450531 1 702322709406917 28711 0601514008576* 1 35576643183 1689513752407831771193306018

8 220360415562321185 10944419733562163713190° 11 086327073802125144220953767058561572036847827 276711465 1 5




‘4910072281416004753588. 1133010194780175200242702583400157/130047/20428300305

210232551288012871L4182880+2331002729237317630383772300754503335978101687027 124112 Ead L
029129564274304197859718208' 1 1 1367611066 9! 18962176
[anulet2]

[anulet2] reducing by slice 1686
[anulet2] after reducing by slice oo
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amulet2] remainder is -4096*1 iU I iU iU iU iU iU iU iU
amulet2
amulet2] reducing by slice 11
anulet2] after reducing by slic
amulet2] remainder is 'ZD4B*1ZB7D 2545*12555 2048*12866-2048*12864 - 2048*12862 - 2048*12860- 2048*12858-2048*12856 - 2048*12854+2048*12848+18432;

anulet2] reducing by slice 10
anulet2] after reducing by slice 10
amulet2] remainder is -1024*12716-1024*12714-1024*12712-1024%12710-1024*12708-1024*12706- 1624*12704-1024*12702+1024*12696+8192;

anulet2] reducing by slice
anulet2] after reducing by slice 9
anulet2] remainder s -512¢12578-512%12576-512512574-512+12572- 51212570~ 51212568 512+ 12566+512+12560+3584:

amulet2] reducing by slice 8

amulet2] after reducing by slice

amulet2] remainder is -256%12456- 255*12454 256*12452-256*12450- 256*12448- 25612446+256¥12440+1536;
2

anulet2] reducing by slice 7

anulet2] after reducing by slice

SPULet2] reminder 15 178+12350- 128+12348- 128412346 128412344 128+12342+128+12336+640;
2

anulet2] reducing by slice 6
anulet2] after reducing by slice 6
amulet2] remainder is -64*12260-64+12258-64%12256-64*12254+64%12248+256

amulet2] reducing by slice 5
amulet2] after reducing by slice
ilets] renatnder s 3Pib186 3241 2184- 32+12182+32+12176+96;

anulet2] reducing by slice 4

anulet2] after reducing by slice 4

anulet2] remainder s -16+12128-16+12126+16%12126+32;
2

anulet2] reducing by slice 3

anulet2] after reducing by slice 3

anulet2] remainder is -8+12086+8+12080+8
2

anulet2] reducing by slice 2
amulet2] after reducing by slice 2
amulet2] remainder is 4*12056;

anulet2] reducing by slice 1
amulet2] after reducing by slice 1
amulet2] remainder is 0

2

amulet2] reducing by slice 0
anulet2] after reducing by slice 0
anulet2] remainder is 0;

2

anulet

anulet?

amulet2] CORRECT MULTIPLIER

anulet

amulet2] maximum resident set size: 1966.98 MB
amulet2] used time for initializin 1.33 seconds
amulet?] used time for slicing/elinination: 7.62 seconds
amulet2] used time for reduction: 30.72 seconds
amulet2] used time for freeing memory: 3.40 seconds

amulet2] total process time
daniela@daninovo: s

43.07 seconds




Is the circuit really really correct?
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Proofs

Multiplier

Polynomials

Specification

B={

T — ag * bo,
y—ay by,
S0 - T *Y,

}

Verification

!

Correct?

Problem:
B Can we trust our own implementation?

B |s the verification process correct?
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Proofs

Problem:
Multiplier Polynomials .
[T 51 B Can we trust our own implementation?
x — ag * by,
L B |s the verification process correct?
}
Specification Solution:
Verification Validate result of verification process.

B Generate machine-checkable proofs.
B Check by independent proof checkers.

o
&
I

3G h e
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Practical Algebraic Calculus

G(C) ={-b+1—a, —c+ab}
’ £;;b ‘ B(C) ={-ad®>+a}

Spec =c¢
[RitircBiereKauers SC2'18]
* -b+1-a, a, -axb+a-a~2;
* -a~2+a, -1, a~2-a;
+ -a*b+a-a~2, a~2-a, -axb;
+ -a%*b, -ctax*b, -c;
* -C, - 1 > C;
[KaufmannBiereKauers FMCAD’19] [KaufmannFleuryBiere FMCAD’20]
* : -b+l-a, a, -axb; 3 * 1, a, -ax*b;
+ : -axb, -ctax*b, -c; 1 d;
* : -C, -1, C; 4 + 3, 2, -c;
5 * 5, -1, c;
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194936 +: 129905, 194935, -1540+1536%1534*1520-1536*1534-1536*1520-1534*1520+1534+152
194937 *: 129909, 1530-1, -1532+1530+1532+1530*1528+1526- 1530*1528- 1530+1526+1530 - 1525*15254525‘1525 1;
194938 +: 129908, 194937, -1534+1530%1528%1526-1530¥1528- 1530*1526-1528+1526+1528+1521
190599 *: 129962, Lsad 1, 1546 Lsady1saersagrlsiovlsaz, 154a-Lsao. LSairsiaetoas 1sdotsazelsaorlsa-1;
T T S R R D R IR TR,
194341 +: 129914, 129915, —s1+1szz~15201 2-152
194932 *: 129916, 2001522415204 5184 1516152041516 1520+ 1516+1520- 1518+ 516+ 518+1516-1;
194943 +: 194941, 194942, R A i AT 1518+1516+1518+1516;
949 129920, 129921, -s0+b6*a0;
194935 11 b 1 11 ¢
865809
194936 *: 129926, 71976963317 ) 7197696331 & 7197696331 125983412598
21 7197696331 1259834+1. 7197696331 t i
9832+1. 7197696331 it 7197696331
194947 *: 4, 11 5 1 U 11 125983441
194948 *: 7 7197656331 125 11 7197696331
v 7197696331 7197696331 1259834+1255832+ 11 2598
34412 7197696331 it 7197696331 11 t
t 11, 1259832+1. 7197696331 v v
0197e282409504+ 1259832
194949 * 11 v 11, v 7197696331
11 1259832+1259828* 11 9832% 197696331
2409984+, 7197696331 L 641 7197696331 1, 7197696331
7157696331 641 7197696331 i 7197596331
78282409984
50 *: 16, 7197696331 125982641, 7197696331 L 7197695331
7197696331 4125982641 7197696331 1255828+1. 7197696331
7197696331 1259826+1. 7197696331 1259826;
2 7197656331 5 7197696331 L 7197696331
194945, 194947, 7197696331 U 7197636331
4+1259834+125983241; 11 4 7197696331 1259834+1. 7197696331
i 11; i 7157696331
L 7197696331
194953 +: 194948, 194949, 7157696331 4+1259832+125¢ 11 125983441, 71976963317496166410
1259834+1. 7197696331 7197696331 t t 719769633174961664
1259826+1. 7197696331 it 197696331 t 963
31 1259826+12: L 7197696331
194954 +: 194950, 194951, 7157696331 1259826+125! 7197696331 U U 71976963317496166410
7197696331 1259826+ 7197696331 3
194955 +: 194952, 194953, 7197696331 11 L 7197636331
44125 7157696331 7197696331 v 7197596331
1259826+1. t 7197696331 1259824;
1949:5 : 194955, 194954, 7197696331 11 U 7197636331
7 v 7197696331 A
ety , -14474011 $253-14474011 125981612598
441, 1259816+1. 1447401 v 1 i
sm e e t 1
194958 *: 13, 17197696331 , 28945 17197696331 1253522-2894: 17197696331 9816125981
7197696331 7197696331 t 1
194959 *: 16, -14474011 1259814+1. 7197696331 1
, 14474011 1259816+1259814+ 1. 7197696331 i
m-lzssm 14474011 1259816+1. . 1 1 t
7197696331 14+1259810- 14474011 1259814+1. 1
000969141204992+1259814;
194960 *: 129929, 71976963317 1259810+, 7197696331 v
992, 7197696331 1259814+1259810; 7197696331 14+1259810- 14474011
1204992+1. 1259810+1259806*1259808- 14474011 1259810+1259806- 14474011
08-14474011 1259806+1. 1 i
21sa»oosesuvmssz'usseoe
1259806 08-14474311: 06.-14474011:
7197696331 -14474011 1259810+1259806* 1 L
816+, 1259810+1. 7197696331 i 1 H
59806+1259808
*: 20, 7197696331 5 7197696331 U 7197696331 02412
7197696331 7197696331 v 1
194563 »: 109531, 1247011 , -14474011 v -14474011 1259802+1.
1 125980: 0-14474311° 1
1259790-14474011; 1
194964 +: 23, 14474011 00+1 7197696331 1
1 , 14474011 1259802+1259800+ . 7197696331 i
862+1259796- 14474011 1259802+125979) - 14474011 1 t
001 7197696331 00+1259736- 14474011 1 ; 1

671,
898989141204992+1259800;




Proof Checker

PACTRIM [RitircBiereKauers SC2'18]

B Written in C (~ 2000 lines of code).
B Supports older PAC formats, where antecedents are given explicitly.

PACHECK [KaufmannFleuryBiere FMCAD’20]

B Written in C (~ 1700 lines of code).
B Supports new calculus.
B Backward compatible to older PAC formats.
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Is the circuit really really really correct?
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PASTEQUE

[KaufmannFleuryBiere FMCAD’20]

Theorem Prover Isabelle/HOL

Refinement Approach, relying on Isabelle’s Refinement Framework

B abstract specification on ideals: specification in ideal
H final step: executable checker

Isabelle’s Archive of Formal Proofs 8000 lines of code
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Recent Related Work

M. Ciesielski, C. Yu, W. Brown, D. Liu, and A. Rossi. Verification of Gate-level Arithmetic Circuits by
Function Extraction. In DAC, 2015.

B C. Yu, M. Ciesielski, and A. Mishchenko. Fast Algebraic Rewriting Based on And-Inverter Graphs.
IEEE TCAD, 2018.

B M. Ciesielski, T. Su, A. Yasin, and C. Yu. Understanding Algebraic Rewriting for Arithmetic Circuit
Verification: a Bit-Flow Model. IEEE TCAD, 2019.

B A. Sayed-Ahmed, D. GroBe, U. Kiihne, M. Soeken, and R. Drechsler. Formal Verification of Integer
Multipliers by Combining Grébner Basis with Logic Reduction. In DATE’16.

B A. Mahzoon, D. GrofB3e, and R. Drechsler. PolyCleaner: Clean your Polynomials before Backward
Rewriting to verify Million-gate Multipliers. In ICCAD’18.

B A. Mahzoon, D. GroB3e, and R. Drechsler. RevSCA: Using Reverse Engineering to Bring Light into
Backward Rewriting for Big and Dirty Multipliers. In DAC’19.

B A. Mahzoon, D. Grof3e, C. Scholl, and R. Drechsler. Towards Formal Verification of Optimized and
Industrial Multipliers. In DATE, 2020.
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Evaluation

solved instances
(=]
f=1
(=]

10° 10! 10?
CPU time in seconds (limit = 300 s)

AMulet 2.0
AMulet 1.0
RevSCA-2.0
Mathematica
RevSCA
ABC-based

Comparing our approaches to most
recent related work.

B Our work
Mathematica (kauimannsierekavers Frsp20]
AMULET [KavimannBiereKauers FMCAD'19]
AMULET 2.0 (KaufmannBiere TACAS21]

B Yu et al. [ABC-based]

B Mahzoon et al.
[RevSCA] [RevSCA-2.0]

B 384 different multipliers
B Input bit-width n = 64
B Time-limit: 300 sec
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Evaluation

2048

1024

input bit-width
W
S

&)
193
=

128

10°

10! 10? 103 10*
CPU time in seconds (limit = 86 400 s)

10°

AMulet 2.0
ABC-based
AMulet 1.0
Mathematica
RevSCA-2.0
RevSCA

Comparing our approaches to most
recent related work.

B Our work
Mathematica (kauimannsierekavers Frsp20]
AMULET [KavimannBiereKauers FMCAD'19]
AMULET 2.0 (KaufmannBiere TACAS21]

B Yu et al. [ABC-based]

B Mahzoon et al.
[RevSCA] [RevSCA-2.0]

B Array ripple-carry multiplier
B Input bit-width n in [128, 2048]
B Time-limit: 86 400 sec (24h)

54



Conclusion

M Is the circuit correct?
Yes, because we have tested some cases.

B Is the circuit really correct?
Yes, because we applied formal verification.

B Is the circuit really really correct?

Yes, because we generated and checked a proof certificate.

B Is the circuit really really really correct?
Yes, because we used a verified proof checker.
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Basic Idea of Algebraic Approach

Incremental Verification

{RitrcBieKauers FMCAD'17, KaufmannBlereKauers FMSD'19]
Multiplier Polynomials Let P = kZ aity.
S
Bo(
g ebo,
ﬁ s if Column-Wise Checking Algorithm
) Input: ~ Gircuit C' with sliced Grobner bases G,
Output: Determine whether Cis a multiplier
l Cau 40
Specification foric2n-1t00
s Ideal Membership C; « Remainder (2C,; + 5, — P, G;)
3 2
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SAT & Computer Algebra Proofs
Kaumanmerekau
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[T A Gt b
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70 30 oy
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Partal Product Generation
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W Can we trust our own implementation?
W Is the verification process correct?

Solution:

Validate result of verification process.
W Generate machine-checkable proofs.
W Check by independent proof checkers.
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Basic Idea of Algebraic Approach

Incremental Verification

{RitrcBieKauers FMCAD'17, KaufmannBlereKauers FMSD'19]
Multiplier Polynomials Let P = kZ aity.
S
Bo(
g ebo,
ﬁ s if Column-Wise Checking Algorithm
) Input: ~ Gircuit C' with sliced Grobner bases G,
Output: Determine whether Cis a multiplier
l Cau 40
Specification foric2n-1t00
s Ideal Membership C; « Remainder (2C,; + 5, — P, G;)
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(Z 2‘u\)(z 2')
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SAT & Computer Algebra Proofs
Kaumanmerekau
Computer Algebra Problem:
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Partial Product Generation

70 30 oy

Pl Prod Ao
L e (ﬂ Adder Substitution

Partal Product Generation
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W Can we trust our own implementation?
W Is the verification process correct?

Solution:

Validate result of verification process.
W Generate machine-checkable proofs.
W Check by independent proof checkers.




Proofs

Multiplier

Ui

Specification

Z, .
(ErarSem

Proof Checker

kS

Polynomials

B=

1

Verification

Problem:
W Can we trust our own implementation?
B s the verification process correct?

Solution:
Validate result of verification process.

B Generate machine-checkable proofs.
B Check by independent proof checkers.
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Ideal

Ideal membership problem. Given a polynomial f € R[X] and a (finite) set of
polynomials P C R[X], decide whether f € (P), where (P) is the smallest ideal containing
all elements of P, also known as the ideal generated by P.

Ideal. A nonempty subset I C R[X] is called an ideal if

Vpgel:p+qgel and VpeR[X|Vqgel:pgel

Basis. Aset P = {pi1,...,pm} C R[X] is called a basis of an ideal I if



Ideal Membership Problem

Given anideal I = (p1,...,ps) C R[X] we can decide whether a given polynomial f € R[X] liesin I
as follows:
B Compute a Grébner basis G for I using Buchberger’s algorithm.

B Given a Grobner basis G, there is a computable function rede : R[X] — R[X]
such thatV f € R[X] :redg(f) =0 < f € (G).



Polynomial Calculus

[CleggEdmondsimpagliazzo STOC’96]
Let G C R[X] and f € R[X].

Proof: Sequence P = (p1,...pn), Where each p; is obtained by one of the rules:

Boolean Axiom o zj € X
l‘j — Zj

a,B€R

Addition piiﬁpj pi, p; appearing earlier in the proof
api + PP; or are contained in G

p; appearing earlier in the proof

Multiplication Pi or is contained in G
qpi

and g € [X] being arbitrary
If p, = f we write G = f orin algebraic terms f € (G).

Refutation: G- 1o0r1 € (G).



R =Q
G ={ -b+1-aq, b=-a
a c
W} —c+ab} c=aANb=aAN—a
b fo= e
redg(f) = 0
—-b+1—-a
—ab+a — a? a?—a
n —ab —c+ab

P=(—ab+a—ad? a*>—a, —ab, c)



We translate the polynomial calculus into a concrete proof format:

B given gate and boolean value polynomials serve as axioms

B instances of addition or multiplication rule derive polynomials

Practical Algebraic Calculus (PAC)
allows automated proof checking



PAC Syntax

letter
number
constant
variable
power
term
monomial
operator
polynomial
given
rule
proof

a2l 'b | |2 | A B T
i0’|(1’|.'.|(9!
(number)™

letter (letter | number)*

variable [‘~’ constant]

power (‘*’ power)*

constant | [constant ‘x’]term
e

[“-"] monomial (operator monomial)*
polynomial *; ’)*

(
(‘+’ | **’) “:’ polynomial *, " polynomial ‘,’ polynomial ‘;’
(

rule ;)"



Example - PAC

a c —c + ab,
—a® + a}
b

f = c
-b+1-a; * -b+1-a, a, -a*b+a-a~2;
-c+ab; * -a”~2+a, -1, a~2-a;
-a~2+a; + -axb+ta-a~2, a~2-a, -axb;
+ -axb, -c+axb, -C;
* -c, -1, c;



Proof Checking

A proof rule contains four components:

o0:v,w, p;

Proof checking:

B Connection property: v, w are given polynomials or conclusions p; of previous rules
B Inference property: verify correctness of eachrule,e.g. p=v+wforo="+"

B Target check: at least one p; is equal to target f



Proof Checking Algorithm

input G sequence of given polynomials
r1---r,  sequence of PAC proof rules
f target polynomial

output “incorrect”, “target-checked”, or “correct-proof”

PO «— G
fori «1...k
let r; = (0;,vi, w;i,p;)
case o; = +
if v, € Py N w; € Pp_1 A p; =v; +w,; then P; + append(P;_1,p;)
else return “incorrect”
case o; = x
if v, € P,_1 N p; =v; xw; then P; < append(P;—1,p;)
else return “incorrect”
forp; € Py
if p; = f then return “target-checked”
return “correct-proof”



Proof Generation in AMULET

Gate polynomials G(C).
83 =01 /\ga —53 + 9441,
s$2=g1 D ga —82 — 2gag1 + ga + g1,
ga = g2 Ngs —9ga + 9293,
$1=g2Dgs —581 — 29293 + g2 + g3,
g1 =a1 A\b; —g1 + aiby,
g2 = ao A b1 —g2 + aobi,
g3 =a1 Nbo —g3 + aibo,
50 = aop A bo —50 + aobo

Boolean value constraints B(C).

ai, ag eB al(l—al), ao(l—ao),
bl,b() cB bl(lfbl), bo(l*bo)

5 92 g3
ga
S3 So S1 S0



[L IS

Proof Generation in AMULET

Algorithm: Preprocessing

Input : Grébner basis G = {g1,...,gm}
Output: Simplified Grobner basis G’ = {g,..., 9.}
H + G;

while 3¢ € H : 1t(q) occurs in only one p € H with
p # qdo
r < Reduce(p, q);
H <« (H\{p,a}) U{r}
return G’ +— H




Proof Generation in AMULET

Algorithm: Preprocessing

Input : Grébner basis G = {g1, ..., gm}
Output: Simplified Grobner basis G’ = {g,..., 9.}
H + G,

while 3¢ € H : 1t(q) occurs in only one p € H with
p # qdo
r < Reduce(p, q);
H  (H\{p,;q}) U{r};
return G’ «+ H

Algorithm: spec-Reduction

Input : Ordered Grébner basis G = {g1, . .

Specification f
Output: Determine whether f € (G)
11+ f;
2 fori=1tomdo
s | r« Reduce(r, g:);
4 returnr =0

Sy gm}s




Proof Generation in AMULET

Algorithm: Preprocessing

Input : Grébner basis G = {g1, ..., gm}
Output: Simplified Grobner basis G’ = {g,..., 9.}
H + G,

while 3¢ € H : 1t(q) occurs in only one p € H with

p # qdo

r < Reduce(p, q);
H « (H\{p,q}) U {r};

return G’ «— H

EE I VI

Algorithm: spec-Reduction

Input : Ordered Grébner basis G = {g1, . .
Output: Determine whether f € (G)

2 fori=1tomdo
r < Reduce(r, g;);

Sy gm}s

Algorithm: Reduce(p, 9)

Input : Polynomials p and ¢q

Output: Remainder r of reducing p modulo ¢
pa < Divide-by-lt(p, q);

pm < Multiply(pa, q);

T4 Add(p, p'm);

return r




A

Preprocessing Example

Example: I C Qo,z,y,a,b]. Eliminate y.

Ideal Elimination ideal
I={ INQlo,z,a,b] = (
—o+axy—x—y+1, —o+xab—x —ab+ 1,
—z+ab—a—b+1, —z+ab—a—b+1)
—y +ab)
Algorithm: Reduce(, q) Reduce (—o+ a2y —x —y +1,—y + ab)
Input : Polynomials p and ¢
Output: Remainder r of reducing p modulo g Pd =z—1
pa < Divide-by-It(p, q); pm = (x —1)(—y + ab) = —zy + y + zab — ab

m Multipl ,q);
T P =(—otay—z—y+1)+ (—ay+y+zab—ab)

return r =—o+xab—x—ab+1




Proof Generation in AMULET

Algorithm: Preprocessing Algorithm: spec-Reduction
Input : Grébner basis G = {g1,...,9m} Input : Ordered Grébner basis G = {g1,...,9m},
Output: Simplified Grobner basis G’ = {g,..., 9.} Specification f
H + G; Output: Determine whether f € (G)
while 3¢ € H : 1t(q) occurs in only one p € H with 17« f;
p # qdo 2 fori =1tomdo
r < Reduce(p, q); s | r« Reduce(r, g:);
H <+ (H\{p,q}) U {r}; 4 returnr =0

return G’ «— H

Algorithm: Reduce(p, )

Input : Polynomials p and ¢q

Output: Remainder r of reducing p modulo ¢
pa < Divide-by-Im(p, q);

pm < Multiply(pa, q);

T4 Add(p, p'm);

return r

N I VI




Proof Generation in AMULET

Algorithm: Preprocessing

Input : Grobner basis G = {g1, ...
Output: Simplified Grobner basis G’ = {g}, . ..

H + G;

agm}
/
9nt

while 3¢ € H : 1t(q) occurs in only one p € H with

p # qdo

r < Reduce(p, q);
H <« (H\{p,a}) U{r}

return G’ «— H

L N

Algorithm: spec-Reduction

Input : Ordered Grébner basis G = {g1, . .

Specification f
Output: Determine whether f € (G)
11+ f;
2 fori =1tomdo
s | r« Reduce(r, g:);
4 returnr =0

S gm}s

Algorithm: Reduce(p, )

Input : Polynomials p and ¢q

Output: Remainder r of reducing p modulo ¢
pa < Divide-by-Im(p, q);

pm < Multiply(pa, q);

Print-Mult-Rule(q, pa, pm) ;

r < Add(p, pm);

Print-Add-Rule(p, prm, 1) ;

return r

// *: q, Pd> Pm;

// +: p,

Pm, T




Proof Generation in AMULET

Algorithm: Preprocessing

Input : Grébner basis G = {g1, ..., gm}
Output: Simplified Grobner basis G’ = {g,..., 9.}
H + G,

while 3¢ € H : 1t(q) occurs in only one p € H with

p # qdo

r < Reduce(p, q);
H <« (H\{p,a}) U{r}

return G’ «— H

L N

Algorithm: spec-Reduction

Input : Ordered Grébner basis G = {g1, . .
Specification f
Output: Determine whether f € (G)

2 fori =1tomdo
r < Reduce(r, g;);
4 returnr =0

S gm}s

Algorithm: Reduce(p, )

Input : Polynomials p and ¢q

Output: Remainder r of reducing p modulo ¢
pa < Divide-by-Im(p, q);

pm < Multiply(pa, q);

Print-Mult-Rule(q, pa, pm) ;

r < Add(p, pm);

Print-Add-Rule(p, prm, 1) ;

return r

// *: q, Pd> Pm;

// *+: P, Pm, T;




Proof Generation in AMULET

Algorithm: Preprocessing

Input : Grébner basis G = {g1, ...
Output: Simplified Grébner basis G’ = {g1, . ..

H + G;

agnL}
2 9n}

while 3¢ € H : 1t(q) occurs in only one p € H with

p # qdo

r « Reduce(p, g, 1);
H « (H\{p,q})U{r};

return G’ «— H

N o o obs W N =

Algorithm: spec-Reduction

Input : Ordered Grdbner basis G = {g1, ...

Specification f
Output: Determine whether f € (G)
11+ f;
2 fori =1tomdo
s | r« Reduce(r, g:, 0);
4 Print-Add-Rules-for-Factor-Stack();
5 returnr =0

s Gm }s

Algorithm: Reduce(p, g, print)

Input : Polynomials p and q, printing flag
Output: Remainder r of reducing p modulo g
pa < Divide-by-lt-and-negate(p, q);

Pm < Multiply(pa, q);

Print-Mult-Rule(q, p4, pm) ;

r < Add(p, pm);

if print then Print-Add-Rule(p, pym, 7);

else Push-to-Factor-Stack(p., );

return r»

// *: q, Pds Pm;




Reduction Example

Algorithm: spec-Reduction in AMuLET

Input : Ordered Grébner basis G = {g1,...,9m}
Specification f
Output: Determine whether f € (G)
T f;
fori =1tomdo
|« Reduce(r, gi, 0);
Print-Add-Rules-Factor-Stack();
return r = 0

Reduction
r=Ff

re =71+ Pdy 91
T3 = T2 + Pdy g2

Tm+1 = Tm + Pd,, gm = 0

Stack

Pd; 91
Pdo g2

Pd., gm



Reduction Example

Algorithm: spec-Reduction in AMuLET

Input : Ordered Grobner basis G = {g1, . ..

Specification f

Output: Determine whether f € (G)
r < f;
fori = 1tomdo

r < Reduce(r, g;, 0);

Print-Add-Rules-Factor-Stack();
returnr = 0

, Gm}s

0

=Tmt+1 = [ +Pd, 91 + P92 +

R

Reduction
r=Ff

re =71+ Pdy 91
T3 = T2 + Pdy g2

Tm+1 = Tm + Pd,, gm = 0

Stack

Pd; 91
Pdo g2

Pd., gm



Reduction Example

Algorithm: spec-Reduction in AMuLET

Reduction
Input : Ordered Grébner basis G = {g1,...,9m}
Specification f ri=f
Output: Determine whether f € (G) re =71+ Pdy 91
r< f; S
for i = 1 to m do "3 = T2 Pdy G2
|« Reduce(r, gi, 0);
Print-Add-Rules-Factor-Stack();
return - = 0 Tm41 = T'm + Pdp Gm = 0

f

= —1-(pa, 91 + pa,g2 + - - - + Pd,, gm)

Stack

Pd; 91
Pdo g2

Pd., gm



Practical Algebraic Calculus

[RitircBiereKauers SC2'18]

P = -b+l-a, b=-a
QWC -ct+axb, c=aANb=aA-a
b -a~2+a a=1Va=T
Spec = ¢ c=_1
* 1 -b+l-a, a, -a*b+ta-a~2;
*¥ : -a”2+a, -1, a~2-a;
+ : -axb+a-a"2, a~2-a, -axb;
+ : -axb, -ctax*b, -c;
* : -c, -1, c;

Vp,gqel:p+qgel and VpeRX|Vqgel:pgel



Practical Algebraic Calculus

[RitircBiereKauers SC2'18]

P = -b+i-a, b=—-a
QWC -ct+axb, c=aAb=aA—a
b -a~2+a a=1Va=T
Spec = ¢ c=1
* -b+1-a, a, -a*b+a-a~2;
* -a”~2+a, -1, a~2-a;
+ -a*b+ta-a~2, a~2-a, -axb;
+ -axb, -c+axb, -C;
* -c, -1, (o

Can be checked by our older proof checker PACTRIM.



1. Boolean Variables

[KaufmannFleuryBiere FMCAD’20]

Handle Boolean-value constraints implicitly to reduce number of proof steps.

P = -btl-a,
b —-a~2+a
Spec = ¢
* -b+1-a, a, -axb;
+ -axb, -c+axb, -C;



2. Indices

[KaufmannFleuryBiere FMCAD’20]

Introduce indices to reduce proof size.

a ¢ P 1 -b+l-a;
2 -c+axb;
b

Spec

I
(¢]

3 * 1, a, -a%*b;
4 + 3, 2, -c;
5 * 4, -1, [



3. Deletion Rule

[KaufmannFleuryBiere FMCAD’20]

Introduce a deletion rule to reduce the memory usage of the proof checker.

a c P= 1 -bt+tl-a;
2 -ctaxb;
b Spec = ¢
1, a, -ax*b;

g wWw N W
¥ QA + Q%

4, _1, C;
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Extension Rule

The extension rule allows to add model preserving polynomials to the constraint set.

TVY yVz

TV z

21



Extension Rule

The extension rule allows to add model preserving polynomials to the constraint set.

ry  (1—y)(1—2)
z(l—2)

21



Extension Rule

The extension rule allows to add model preserving polynomials to the constraint set.

ry  (L-y)(1-2) Tt
2 y*xz-y-z+1;
x(l __Z) Spec = -x*z+x
3 = £, -z+1;
4 *x 3, y-1, -fxy+f-y*z+y+z-1;
5 + 2, 4, -fxy+f;

ExT(i,v,p) (X,P)= (XU{v},P(i— —v+Dp))
provided that P(i) = L and v ¢ X and p € R[X]/(B(X)),
and p? —p =0 mod (B(X)).

21



Extension Rule

The extension rule allows to add model preserving polynomials to the constraint set.

ry  (l-y)(->2) Pt
2 y*xz-y-z+1;
x(l __Z) Spec = -x*z+x
3 = £, -z+1;
4 x 3, y-1, -fxy+f-y*xz+y+z-1;
5 + 2, 4, -fxy+f;
6 *x 1, £, fxxx*y;
7 * b5, x, -f*x*xy+fxx;
8 + 6, 7, f*x;
9 *x 3, X, -f*x-x*%z+X;
10 + 8, 9, -x*z+x;

21



From DRUP to PAC

1. Polynomial encoding of CNF

Propostional Formula Polynomial Relation

(< anb)=T —z+a(l-b)=0

CNF (zvavd) =T (I1-2)a(l=0)=0

a b (TVa)=T z(1l—a)=0
@TVbh) =T xb=0

B Add bit-flipping polynomials (similar to “Polynomial Calculus with Resolution”):
Clause z V y V z can be translated to (1 — z)(1 — y)(1 — 2) = 0, which generates 23
monomials.
If we introduce —f, +1—-2=0,-f,+1 -y =0, —f. +1— 2z =0, the same equation
can be depicted as f, f, f. = 0.



From DRUP to PAC

2. Encoding of resolution steps

B Encode resolution using the traces provided in TraceCheck:

1 -2
1 2
-1 -2
2

~N o O W N
|
[

[
N
s~ O O

-300
00
00
00
0

3150

260

3. Merge PAC proofs
PAC proofs can be merged by combining constraint sets and proof rules.

Leta =1, b =2 and ¢ =3.

We encode the first resolution step of rule 6 (resolving clause 3
and 1).

Thus from a vV bV ¢and a Vv b we resolve the clause b v @.

The corresponding PAC encoding is:

bx*a, c, Ccx*bxa;

+ : -c*b*xatc*b, cxb*a, c*b;

23



From DRUP to PAC

' Gen .polys .pac |
| | 1
|
AMULET .cnf .trace !
aig —| o PICOSAT DRUP2PAC| !
i | substitution |
! I
| pac | |
w aig |
' ma equal |
| P polys :
! F=———==—==—==-=-=-=-- il
| | |
‘ .pac ‘ ac !
| AMULET | -pac) .+ ouspaG —P PACTRIM [—Db X | /
: certify | |
| ! 1 T |
| ' Check .spec :
! 1



Basic Idea of Algebraic Approach

Incremental Verification

{RitrcBieKauers FMCAD'17, KaufmannBlereKauers FMSD'19]
Multiplier Polynomials Let P = kZ aity.
S
Bo(
g ebo,
ﬁ s if Column-Wise Checking Algorithm
) Input: ~ Gircuit C' with sliced Grobner bases G,
Output: Determine whether Cis a multiplier
l Cau 40
Specification foric2n-1t00
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3 2
(Z 2‘u\)(z 2')
& = 2
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70 30 oy
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i

prapry b
Frt S

G %

i it

a1 8202 2 s si-s GAT Sanct 8-
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1

W Can we trust our own implementation?
W Is the verification process correct?

Solution:

Validate result of verification process.
W Generate machine-checkable proofs.
W Check by independent proof checkers.




Incremental Verification

G G G LGy

atby | arby agbt | aobo

s0

Poo

[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD'19]

Let Pe= Y aib;.
k=i+j
Column-Wise Checking Algorithm

Input:  Circuit C with sliced Grébner bases G;
Output: Determine whether C is a multiplier

Cop <0
fori<2n—-1t00

C; + Remainder (2C; ;1 +s; — P;, G;)
return Cp =0

30




Order

Row-Wise Column-Wise
(das + 2a1 + 1lag) * (4by + 2by + 1b) (dag + 2a1 + lag) * (4bs + 2b1 + 1b)
ap - B 0 apbe 0 agby 0 apby 0 apby | 0 apby | 0 apby
o] o]

arby

a1+ B arby

as - B asby asby asby
— 1 2 {3 }o

\
3285 + 16s4 + 8s3 + 4sa + 251 + 1sp 32s5 + 16s, + 8s3 + 4sy + 251 + 1lsg




Slicing

Partial Products. Let Pi= > aib;.
k=i+j

Input Cone. For each output bit s; we determine its input cone

I, = {gate ¢ | g is in input cone of output s;}

Slice. Slices S; are defined as the difference of consecutive cones I;:

So =1Io Sit1 =Tit1\ U S

Jj=0

Sliced Grobner Bases. Let G; be the set of gate and boolean value polynomials in S;.

26



Carry Recurrence Relation

Carry Recurrence Relation.
A sequence of 2n + 1 polynomials Cy, ..., Cs, is called a carry sequence if

—Ci+20i+1+5i—PiEI(C) forall0 <i<2n+ 1.

Then R; = —C; 4+ 2C;4+1 + s; — P; are the carry recurrence relations for Cj, ..., Cs,.

Let C be a circuit where all carry recurrence relations are contained in I(C).
Then C is a multiplier, iff Cy — 22" Cy,, € 1(C).

27



Incremental Algorithm

Incremental Checking Algorithm.

input:  Circuit C' with sliced Grébner bases G;
output: Determine whether C is a multiplier

an<—0
fori < 2n—-1to0

C; + Remainder (Qci-i—l +s; — P, G; )

return Cy =0

28



SAT & Computer Algebra
[KaufmannBiereKauers FMCAD’19]

: Computer Algebra :
Ap—1;- .., 00 b1, bo a Ap—1;...,09 bo1yoobok
| Partial Product Generation | E | Partial Product Generation | E
Partial Product Accumulation . : Partial Product Accumulation H
Adder Substitutpn =
Tm Ym cee o Yo Cin, — = Tm Ym cee Zo Yo Cin
[RELLLL oo abiaiaiis (el dikiai bl EECEEELLLEE R EEE '% ! Cl m 1 i
E Final Stage Adder : T ipple Carry er
Dlmi S s 50 Dl S e 50
: ! ! ERN !
® S2n—1S2n—2 e Skl Sk---S0 SAT ® S2n—1S2n-2 A Sk41 Sk---S0
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Adder Substitution

T2 Y2 T Y1 Zo Yo
1L
Po
50
C1
cut <] Carry generation  }— cin
[ T 11
L2 Y2 Y11 Yo To
Hsi=pdc
Bp=z0y

B¢ = (zim1AYi—1) V(i1 Apiz1)

29



Adder Substitution

T2 Y2 T Y1 Zo Yo

N |

cut <] Carry generation  }— cin

T TT T1

L2 Y2 Y11 Yo To
Bsi=pdc
Bp=xdy

W= (i1 Ayi1)V(cic1Apic1)

[

© oo N o ua &

Algorithm:
AMULET

Identifying GP adders in

Input : Circuit C in AIG format

Output: Determine whether C' might contain a GP
adder

J2n—2, 7+ 1;

while and ;5 > 0 do

T,Cj,Pj <
Check-if-XOR-and-Identify-p;-and-c; (s;);

x;,y; <Declare-Adder-Inputs (p;, 7);
Jji—1

Cin < Cj;

fori« jto2n —1do
m < Follow-and-Mark-Paths(s;);

return m =0
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SAT

Lm Ym e Zo Yo Cin Tm Ym e Lo Yo Cin
[ = I =
Generate-and-Propagate Adder Ripple Carry Adder
C S 4 S / / 111 /
TrTh (T \ Cm+15m S0
Bitlevel Miter
1

B AIG is translated to CNF.
B CNF is given to SAT solver.
B To show correctness SAT solver needs to return UNSAT.
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Generated Circuit

1
L
Miter
SAT
T 1 T T l T
2 5% L
FSA RCA
! :
Tm, Ym, -+ -, 20, Y0
. , Computer
Partial Product Accumulation
algebra
Partial Product Generation

1 1

An—1,-.-,00 bn_l,...,bo
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