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http://www.int33h.com/test/tc/

http://www.int33h.com/test/tc/


Pentium FDIV bug and AMI GUI BIOS demo https://youtu.be/hE7qMJVll5U
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Intel Pentium Processor

http://neology.com.au/portfolios/
a80502-90-sx923/

https://www.cpu-world.com/sspec/SX/SX923.html
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Intel Pentium FDIV bug 1994

http://neology.com.au/portfolios/
a80502-90-sx923/

� Affected floating point unit (FPU) in early Intel processors.

� Processor might return incorrect result for division.

� Cost in 1994: 500 million dollars.

Even more than 25 years later, verification of arithmetic circuits is considered to be hard.
Especially proving the correctness of gate-level integer multiplier circuits is a challenge.
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Is the circuit correct?
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Multiplier circuit
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Multiplier circuit

Circuit seems correct!

1 1 1 1

1 1 1

1

1001

7



Is the circuit really correct?
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Multiplier Circuits

Given: Gate-level multiplier for fixed bit-width.

Question: For all possible ai, bi ∈ B :

(2a1 + a0) ∗ (2b1 + b0) = 8s3 + 4s2 + 2s1 + s0?

a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3
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Testing
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Testing

Bit-width Cases
2 16

3 64

4 256

5 1 024

6 4 096

7 16 384

8 65 536

...
...

32 18 446 744 073 709 551 616 quintillion
...

...
64 340 282 366 920 938 463 463 374 607 431 768 211 456 undecillion
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Formal Verification

System
a1 b1 a0 b1 a1 b0 a0 b0

g1 g2 g3

g4

s0s1s2s3

Specification

For all ai, bi ∈ B :

(2a1 + a0) ∗ (2b1 + b0) =

8s3 + 4s2 + 2s1 + s0?

Mathematical Model

B = {
x− a0 ∗ b0,
y − a1 ∗ b1,
s0 − x ∗ y,
. . .

}

Automated Decision Process

3 | 7
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Formal Verification Techniques

Satisfiability Checking (SAT)

� SAT 2016 Competition
[Biere SATComp’16]

� Exponential run-time of solvers

Theorem Proving

� Used in industry

� Past: Requires manual effort

� 2020: Progress in ACL2
[TemelSlobodovaHunt CAV’20]

Decision Diagrams

� First technique to detect Pentium bug
[ChenBryant DAC’95]

� Cannot be applied fully automatically

Algebraic Approach

� Seminal work:
[CiesielskiYuBrownLiuRossi DAC’15]

[SayedGroßeKühneSoekenDrechsler DATE’16]

� Polynomial encoding

� Works for non-trivial multiplier designs
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Basic Idea of Algebraic Approach

Multiplier
a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3

Polynomials

B = {
x− a0 ∗ b0,
y − a1 ∗ b1,
s0 − x ∗ y,
. . .

}

Implication

6= 0 7

= 0 3

Specification

2n−1∑

i=0

2
i
si−

(n−1∑

i=0

2
i
ai

)(n−1∑

i=0

2
i
bi
)
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Multiplier Specification

Unsigned Integers:

0 =
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From Circuits to Polynomials

AND-Gate
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y
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f g y
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From Circuits to Polynomials

Gate polynomials G(C).

s3 = g1 ∧ g4 − s3 + g4g1,

s2 = g1 ⊕ g4 − s2 − 2g4g1 + g4 + g1,

g4 = g2 ∧ g3 − g4 + g2g3,

s1 = g2 ⊕ g3 − s1 − 2g2g3 + g2 + g3,

g1 = a1 ∧ b1 − g1 + a1b1,

g2 = a0 ∧ b1 − g2 + a0b1,

g3 = a1 ∧ b0 − g3 + a1b0,

s0 = a0 ∧ b0 − s0 + a0b0

Boolean value constraints B(C).

a1, a0 ∈ B −a21 + a1, −a20 + a0,

b1, b0 ∈ B −b21 + b1, −b20 + b0

a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3
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Boolean value constraints B(C).

a1, a0 ∈ B −a21 + a1, −a20 + a0,

b1, b0 ∈ B −b21 + b1, −b20 + b0

a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3

17



Ideals Associated to Circuits
[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’20]

More circuit relations:

� −s0 + a0b0 AND-gate

� −a21 + a1 a1 Boolean

� −g22 + g2 g2 Boolean

� s1g4 XOR-AND constraint

� . . .

Polynomial Circuit Constraints.
A polynomial p ∈ Q[X] is a polynomial circuit con-
straint (PCC) if for all

(a0, . . . , an−1, b0, . . . , bn−1) ∈ {0, 1}2n

and resulting values g1, . . . , gk, s0, . . . , s2n−1 implied
by the gates of the circuit C the substitution of these
values into p gives zero.

a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3
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Ideals Associated to Circuits
[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’20]

� The set of all PCCs for C is denoted by I(C).

� I(C) contains all relations of the circuit C.

� I(C) is an ideal.

Ideal. A subset I ⊆ R[X] is called an ideal if

∀ p, q ∈ I : p+q ∈ I and ∀ p ∈ R[X] ∀ q ∈ I : pq ∈ I.

Multiplier. A circuit C is called a multiplier if

2n−1∑

i=0

2isi −
(n−1∑

i=0

2iai

)(n−1∑

i=0

2ibi

)
∈ I(C).

a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3
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Basic Idea of Algebraic Approach

Multiplier
a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3

Polynomials

B = {
x− a0 ∗ b0,
y − a1 ∗ b1,
s0 − x ∗ y,
. . .

}

Ideal Membership

6= 0 7

= 0 3

Specification

2n−1∑

i=0

2
i
si−

(n−1∑

i=0

2
i
ai

)(n−1∑

i=0

2
i
bi
)
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Ideal Membership Problem

Basis. A set G = {g1, . . . , gm} ⊆ R[X] is called a basis of an ideal I if

I = {h1g1 + · · ·+ hmgm | h1, . . . , hm ∈ R[X]} = 〈G〉

Given an arbitrary basis G of I it is not obvious how to decide ideal membership.

Solution: We need a basis with certain structural properties, called Gröbner basis.

Gröbner basis. [Buchberger’65]

� Offers decision procedure for ideal membership problem in R[X], where R is a field.

� Every ideal of R[X] has a finite Gröbner basis.

� Given an arbitrary basis of an ideal, we are able compute a Gröbner basis.

� Computing a Gröbner basis over Q and deciding ideal membership is
EXPSPACE-complete.[Mayr STACS’89]
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Ideal Membership Problem
[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’20]

� We can deduce some elements of I(C):
� Gate polynomials G(C)

� Boolean value constraints B(C)

� Let J(C) = 〈G(C) ∪B(C)〉.
� Lexicographic term order: Reverse topological

Output variable of a gate is greater than input variables [LvKallaEnescu TCAD’13].

Theorem
G(C) ∪B(C) is a Gröbner basis for J(C).

Proof idea: Application of Buchberger’s Product criterion.
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Soundness and Completeness
[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’20]

Theorem
For all acyclic circuits C, we have J(C) = I(C).

� J(C) ⊆ I(C): soundness

� I(C) ⊆ J(C): completeness
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Non-Incremental Checking Algorithm

Verification Algorithm

Reduce specification
2n−1∑
i=0

2isi −
(n−1∑
i=0

2iai
)(n−1∑

i=0

2ibi
)

by elements of G(C) ∪B(C)

until no further reduction is possible, then C is a multiplier iff remainder is zero.
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Verification

G(C) ∪B(C) = {
−s3 + g1g4,

−s2 − 2g1g4 + g4 + g1,

−g4 + g2g3,

−s1 − 2g2g3 + g3 + g2,

−g1 + a1b1,

−g2 + a0b1,

−g3 + a1b0,

−s0 + a0b0,

−a21 + a1,

−a20 + a0,

−b21 + b1,

−b20 + b0}

8s3 + 4s2 + 2s1 + s0 − 4a1b1 − 2a1b0 − 2a0b1 − a0b0
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Faulty multiplier

Gate polynomials G(C).

s3 = g1 ∧ g4 −s3 + g4g1,

s2 = g1 ⊕ g4 −s2 − 2g4g1 + g4 + g1,

g4 = g2 ∧ g3 −g4 + g2g3,

s1 = g2 ⊕ g3 −s1 − 2g2g3 + g2 + g3,

g1 = a1 ∧ b1 −g1 + a1b1,

g2 = a0 ∧ b1 −g2 + a0b1,

g3 = a1 ∧ b0 −g3 + a1b0,

s0 = a0 ∧ b0 −s0 + a0b0

Boolean value constraints B(C).

a1, a0 ∈ B a1(1− a1), a0(1− a0),
b1, b0 ∈ B b1(1− b1), b0(1− b0)

a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3
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Verification of a faulty multiplier

G(C) ∪B(C) = {
−s3 + g1g4,

−s2 − 2g1g4 + g4 + g1,

−g4 + g2g3,

−s1 − 2g2g3 + g3 + g2,

−g1 + a1b1,

−g2 + a0b1,

−g3 + a0b0,

−s0 + a0b0,

−a21 + a1,

−a20 + a0,

−b21 + b1,

−b20 + b0}

8s3 + 4s2 + 2s1 + s0 − 4a1b1 − 2a1b0 − 2a0b1 − a0b0

8g1g4 + 4s2 + 2s1 + s0 − 4a1b1 − 2a1b0 − 2a0b1 − a0b0

4g4 + 4g1 + 2s1 + s0 − 4a1b1 − 2a1b0 − 2a0b1 − a0b0

4g2g3 + 4g1 + 2s1 + s0 − 4a1b1 − 2a1b0 − 2a0b1 − a0b0

4g1 + 2g3 + 2g2 + s0 − 4a1b1 − 2a1b0 − 2a0b1 − a0b0

2g3 + 2g2 + s0 − 2a1b0 − 2a0b1 − a0b0

2g3 + s0 − 2a1b0 − a0b0
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Counter Example

Remainder: −2a1b0 + 2a0b0 6= 0

a1 = 0, a0 = 1

b1 = 0, b0 = 1

01 · 01 = 0001

0 1 0 1

0 0 1

0

1100
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Non-Incremental Checking Algorithm

Verification Algorithm

Reduce specification
2n−1∑
i=0

2isi −
(n−1∑
i=0

2iai
)(n−1∑

i=0

2ibi
)

by elements of G(C) ∪B(C)

until no further reduction is possible, then C is a multiplier iff remainder is zero.
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Non-Incremental Checking Algorithm

Verification Algorithm

Reduce specification
2n−1∑
i=0

2isi −
(n−1∑
i=0

2iai
)(n−1∑

i=0

2ibi
)

by elements of G(C) ∪B(C)

until no further reduction is possible, then C is a multiplier iff remainder is zero.

Computational Problems

� The number of monomials in the intermediate results increases drastically.

� 8-bit multiplier cannot be verified within 20 minutes.
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Non-Incremental Checking Algorithm
[MahzoonGroßeDrechsler ICCAD’18]
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Incremental Verification
[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’20]

a0b0a0b1a1b0a1b1

p00p01p10p11

c1

c2

s0s1s2s3

G0G1G2G3

C0C1C2C3C4

Let Pk =
∑

k= i+j

aibj .

Column-Wise Checking Algorithm

Input: Circuit C with sliced Gröbner bases Gi

Output: Determine whether C is a multiplier

C2n ← 0

for i← 2n− 1 to 0

Ci ← Remainder ( 2Ci+1 + si − Pi, Gi )

return C0 = 0
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AND-Inverter Graphs (AIGs)

a1a0b1b0

g1g2g3

g4

s0 s1 s2 s3

2

a[0]

4

b[0]

6

a[1]

8

b[1]

10 1214

1618

20

22

2426

28

s[0]

s[1]

s[2]

s[3]
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Rewriting

33



Rewriting

Fulladder
Halfadder
XOR-Gate
Single Gates
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Variable Elimination

Variable elimination is based on elimination theory of Gröbner bases.

Identify sub-circuits CS in the AIGs and eliminate internal variables
[RitircBiereKauers DATE’18, KaufmannBiereKauers FMSD’20]:

� Full-adder rewriting

� Half-adder rewriting

� XOR rewriting

� Eliminating nodes with single dependency

Repeated elimination of variables with single dependency [KaufmannBiereKauers FMCAD’19]:

� Does not rely on specific patterns.
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Elimination theory of Gröbner bases

Elimination order. Let X = Y
·∪ Z and we want to eliminate Z. Order the terms such that

for all terms σ, τ where a variable from Z is contained in σ but not in τ , we obtain τ < σ.

Elimination ideal. The elimination ideal J where the Z-variables are eliminated of
I ⊆ Q[X] = Q[Y, Z] is defined by

J = I ∩Q[Y ].

Elimination theorem. Given an ideal I ⊆ Q[X] = Q[Y, Z]. Further let G be a Gröbner
basis of I with respect to an elimination order Y < Z. Then the set

H = G ∩Q[Y ]

is a Gröbner basis of the elimination ideal J = I ∩Q[Y ], in particular 〈H〉 = J .
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Variable Elimination

Example: I ⊆ Q[o, x, y, a, b]. Eliminate y.

Ideal
I = 〈
−o+ xy − x− y + 1,

−x+ ab− a− b+ 1,

−y + ab〉

Extended ideal Rewritten ideal Elimination ideal
I = 〈 I = 〈 I ∩Q[o, x, a, b] = 〈
−o+ xy − x− y + 1, −o+ xab− x− ab+ 1, −o+ xab− x− ab+ 1,

−o+ xab− x− ab+ 1, −x+ ab− a− b+ 1, −x+ ab− a− b+ 1〉
−x+ ab− a− b+ 1, −y + ab〉
−y + ab〉

36



Local variable elimination

Theorem
Let G ⊆ Q[X] = Q[Y, Z] be a Gröbner basis with respect to some term order <G. Let
GA = G∩Q[Y ] and GB = G\GA. Let <H be an elimination order for Z which agrees with
<G for all terms that are free of Z, i.e., terms free of Z are equally ordered in <G and <H .
Suppose that 〈GB〉 has a Gröbner basis HB with respect to <H which is such that every
leading term in HB is free of Z or free of Y . Then 〈G〉 ∩Q[Y ] = (〈GA〉+ 〈GB〉) ∩Q[Y ] =

〈GA〉+ (〈GB〉 ∩Q[Y ]).

Theorem
Let G,GA, GB , HB , HY , HZ , <H , <G be as before. Then H = GA∪HY is a Gröbner basis
w.r.t. the ordering <H .
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Multiplier – Array Accumulation & Ripple-Carry Adder
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Multiplier – Wallace Tree Acc. & Carry Look-Ahead Adder
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Multiplier – Wallace Tree Acc. & Carry Look-Ahead Adder
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OR Gates

o = o2 ∨ x0 −o+ o2 + x0 − o2x0,
o2 = o1 ∨ x1 −o2 + o1 + x1 − o1x1,
o1 = x3 ∨ x2 −o1 + x3 + x2 − x3x2

x3

o1

o2

x2

x1

x0

o

o = x0 + x1 − x0x1 + x2 − x0x2 − x1x2 + x0x1x2 + x3 − x0x3 − x1x3 + x0x1x3 − x2x3 + x0x2x3 +

x1x2x3 − x0x1x2x3

15 = 24 − 1 monomials
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SAT & Computer Algebra
[KaufmannBiereKauers FMCAD’19]

SAT

Computer Algebra

Partial Product Generation

Partial Product Accumulation

Final Stage Adder

an−1, . . . , a0 bn−1, . . . , b0

xm ym . . . x0 y0 cin

sk . . . s0sk+1. . .s2n−2s2n−1

s′0. . .s′mcm+1

Adder Substitution

Partial Product Generation

Partial Product Accumulation

Ripple Carry Adder

an−1, . . . , a0 bn−1, . . . , b0

xm ym . . . x0 y0 cin

sk . . . s0sk+1. . .s2n−2s2n−1

s′0. . .s′mcm+1
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SAT & Computer Algebra
[KaufmannBiereKauers FMCAD’19]
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SAT & Computer Algebra
[KaufmannBiereKauers FMCAD’19]
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Computer Algebra
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s′0. . .s′mcm+1

Adder Substitution

Partial Product Generation

Partial Product Accumulation

Ripple Carry Adder

an−1, . . . , a0 bn−1, . . . , b0

xm ym . . . x0 y0 cin

sk . . . s0sk+1. . .s2n−2s2n−1

s′0. . .s′mcm+1
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SAT

Bitlevel Miter

1

Generate-and-Propagate Adder

xm ym . . . x0 y0 cin

s0. . .smcm+1

Ripple Carry Adder

xm ym . . . x0 y0 cin

s′0
. . .s′mc′m+1

� AIG is translated to CNF.

� CNF is given to SAT solver.

� To show correctness SAT solver needs to return UNSAT.
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AMulet 2.0
Computer Algebra Systems [KaufmannBiereKauers FMSD’20]

� Mathematica, Singular

� Algorithmic power
(e.g., Mathematica has > 5000 built-in functions).

� Easy to use.

� Designed for general purposes.

AMULET 2.0 [KaufmannBiere TACAS’21]

� C++ implementation (∼ 6 000 lines)

� Automatically applies adder substitution and
circuit verification.

� Designed to make use of properties of polynomials.

� On-the-fly reduction of Boolean value constraints.

Verify

AMULET

substitute
AMULET

verify

KISSAT

SAT solver

.aig

.cnf

7 | 3

7 | 3

.aig
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Is the circuit really really correct?
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Proofs

Multiplier
a1 b1 a0 b1 a1 b0 a0 b0

g1 g2 g3

g4

s0s1s2s3

Polynomials

B = {
x− a0 ∗ b0,
y − a1 ∗ b1,
s0 − x ∗ y,
. . .

}

Verification

6= 0 7

= 0 3

Specification

2n−1∑

i=0

2
i
si−

(n−1∑

i=0

2
i
ai

)(n−1∑

i=0

2
i
bi
)

Correct?

Problem:

� Can we trust our own implementation?

� Is the verification process correct?

Solution:
Validate result of verification process.

� Generate machine-checkable proofs.

� Check by independent proof checkers.
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Proofs

Multiplier
a1 b1 a0 b1 a1 b0 a0 b0

g1 g2 g3

g4

s0s1s2s3

Polynomials

B = {
x− a0 ∗ b0,
y − a1 ∗ b1,
s0 − x ∗ y,
. . .

}

Verification

6= 0 7

= 0 3

Specification

2n−1∑

i=0

2
i
si−

(n−1∑

i=0

2
i
ai

)(n−1∑

i=0

2
i
bi
)

Proof Checker

Problem:

� Can we trust our own implementation?

� Is the verification process correct?

Solution:
Validate result of verification process.

� Generate machine-checkable proofs.

� Check by independent proof checkers.
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Practical Algebraic Calculus

a c

b

G(C) = {−b+ 1− a, −c+ ab}
B(C) = {−a2 + a}
Spec = c

[RitircBiereKauers SC2’18]

* : -b+1-a, a, -a*b+a-a^2;
* : -a^2+a, -1, a^2-a;
+ : -a*b+a-a^2, a^2-a, -a*b;
+ : -a*b, -c+a*b, -c;
* : -c, -1, c;

[KaufmannBiereKauers FMCAD’19] [KaufmannFleuryBiere FMCAD’20]

* : -b+1-a, a, -a*b;
+ : -a*b, -c+a*b, -c;
* : -c, -1, c;

3 * 1, a, -a*b;
1 d;
4 + 3, 2, -c;
5 * 5, -1, c;
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Proof Checker

PACTRIM [RitircBiereKauers SC2’18]

� Written in C (∼ 2000 lines of code).

� Supports older PAC formats, where antecedents are given explicitly.

PACHECK [KaufmannFleuryBiere FMCAD’20]

� Written in C (∼ 1700 lines of code).

� Supports new calculus.

� Backward compatible to older PAC formats.
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Is the circuit really really really correct?
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PASTÈQUE
[KaufmannFleuryBiere FMCAD’20]

Theorem Prover Isabelle/HOL

λ
→

∀
=Is

ab
el
le

β

α

Refinement Approach, relying on Isabelle’s Refinement Framework

� abstract specification on ideals: specification in ideal
� final step: executable checker

Isabelle’s Archive of Formal Proofs 8000 lines of code
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Comparing our approaches to most
recent related work.

� Our work
Mathematica [KaufmannBiereKauers FMSD’20]

AMULET [KaufmannBiereKauers FMCAD’19]

AMULET 2.0 [KaufmannBiere TACAS’21]

� Yu et al. [ABC-based]

� Mahzoon et al.
[RevSCA] [RevSCA-2.0]

� 384 different multipliers

� Input bit-width n = 64

� Time-limit: 300 sec
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� Our work
Mathematica [KaufmannBiereKauers FMSD’20]

AMULET [KaufmannBiereKauers FMCAD’19]

AMULET 2.0 [KaufmannBiere TACAS’21]

� Yu et al. [ABC-based]

� Mahzoon et al.
[RevSCA] [RevSCA-2.0]

� Array ripple-carry multiplier

� Input bit-width n in [128, 2048]

� Time-limit: 86 400 sec (24h)
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Conclusion

� Is the circuit correct?
Yes, because we have tested some cases.

� Is the circuit really correct?
Yes, because we applied formal verification.

� Is the circuit really really correct?
Yes, because we generated and checked a proof certificate.

� Is the circuit really really really correct?
Yes, because we used a verified proof checker.
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Incremental Verification
[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’19]
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G0G1G2G3

C0C1C2C3C4

Let Pk =
∑

k= i+j

aibj .

Column-Wise Checking Algorithm

Input: Circuit C with sliced Gröbner bases Gi

Output: Determine whether C is a multiplier

C2n ← 0

for i← 2n− 1 to 0

Ci ← Remainder ( 2Ci+1 + si − Pi, Gi )

return C0 = 0

30

SAT & Computer Algebra
[KaufmannBiereKauers FMCAD’19]

SAT
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Partial Product Generation
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Final Stage Adder
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Ripple Carry Adder
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xm ym . . . x0 y0 cin
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Proofs

Multiplier
a1 b1 a0 b1 a1 b0 a0 b0

g1 g2 g3

g4

s0s1s2s3

Polynomials

B = {
x− a0 ∗ b0,
y − a1 ∗ b1,
s0 − x ∗ y,
. . .

}

Verification
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Proof Checker

Problem:

� Can we trust our own implementation?

� Is the verification process correct?

Solution:
Validate result of verification process.

� Generate machine-checkable proofs.

� Check by independent proof checkers.
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Proof Checker

Problem:

� Can we trust our own implementation?
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Solution:
Validate result of verification process.

� Generate machine-checkable proofs.

� Check by independent proof checkers.
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Ideal

Ideal membership problem. Given a polynomial f ∈ R[X] and a (finite) set of
polynomials P ⊆ R[X], decide whether f ∈ 〈P 〉, where 〈P 〉 is the smallest ideal containing
all elements of P , also known as the ideal generated by P .

Ideal. A nonempty subset I ⊆ R[X] is called an ideal if

∀ p, q ∈ I : p+ q ∈ I and ∀ p ∈ R[X] ∀ q ∈ I : pq ∈ I

Basis. A set P = {p1, . . . , pm} ⊆ R[X] is called a basis of an ideal I if

I = {q1p1 + · · ·+ qmpm | q1, . . . , qm ∈ R[X]} = 〈P 〉

1



Ideal Membership Problem

Given an ideal I = 〈p1, . . . , ps〉 ⊂ R[X] we can decide whether a given polynomial f ∈ R[X] lies in I
as follows:

� Compute a Gröbner basis G for I using Buchberger’s algorithm.

� Given a Gröbner basis G, there is a computable function redG : R[X]→ R[X]

such that ∀ f ∈ R[X] : redG(f) = 0 ⇐⇒ f ∈ 〈G〉.

2



Polynomial Calculus
[CleggEdmondsImpagliazzo STOC’96]

Let G ⊆ R[X] and f ∈ R[X].

Proof: Sequence P = (p1, . . . pn), where each pk is obtained by one of the rules:

Boolean Axiom
x2j − xj

xj ∈ X

Addition
pi pj
αpi + βpj

α, β ∈ R
pi, pj appearing earlier in the proof
or are contained in G

Multiplication
pi
qpi

pi appearing earlier in the proof
or is contained in G
and q ∈ [X] being arbitrary

If pn = f we write G ` f or in algebraic terms f ∈ 〈G〉.

Refutation: G ` 1 or 1 ∈ 〈G〉.
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Example

a c

b

R = Q
G = { −b+ 1− a, b = ¬a

−c+ ab} c = a ∧ b = a ∧ ¬a
f = c

redG(f) = 0

−b+ 1− a∗
−ab+ a− a2 a2 − a

+ −ab −c+ ab
+ c

P = (−ab+ a− a2, a2 − a, −ab, c)
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We translate the polynomial calculus into a concrete proof format:

� given gate and boolean value polynomials serve as axioms

� instances of addition or multiplication rule derive polynomials

Practical Algebraic Calculus (PAC)
allows automated proof checking

5



PAC Syntax

letter ::= ‘a ’ | ‘b ’ | . . . | ‘z ’ | ‘A ’ | ‘B ’ | . . . | ‘Z ’
number ::= ‘0 ’ | ‘1 ’ | . . . | ‘9 ’

constant ::= (number)+

variable ::= letter (letter | number)∗

power ::= variable [ ‘^ ’ constant ]
term ::= power (‘* ’ power)∗

monomial ::= constant | [ constant ‘* ’ ] term
operator ::= ‘+ ’ | ‘- ’

polynomial ::= [ ‘- ’ ] monomial (operator monomial)∗

given ::= (polynomial ‘; ’)∗

rule ::= (‘+ ’ | ‘* ’) ‘: ’ polynomial ‘, ’ polynomial ‘, ’ polynomial ‘; ’
proof ::= (rule ‘; ’)∗
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Example - PAC

a c

b

G = { −b+ 1− a,
−c+ ab,

−a2 + a}

f = c

-b+1-a; * : -b+1-a, a, -a*b+a-a^2;
-c+ab; * : -a^2+a, -1, a^2-a;
-a^2+a; + : -a*b+a-a^2, a^2-a, -a*b;

+ : -a*b, -c+a*b, -c;
* : -c, -1, c;
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Proof Checking

A proof rule contains four components:

o : v, w, p;

Proof checking:

� Connection property: v, w are given polynomials or conclusions pi of previous rules

� Inference property: verify correctness of each rule, e.g. p = v + w for o = ” + ”

� Target check: at least one pi is equal to target f

8



Proof Checking Algorithm

input G sequence of given polynomials
r1 · · · rk sequence of PAC proof rules
f target polynomial

output “incorrect”, “target-checked”, or “correct-proof”

P0 ←G

for i ← 1 . . . k

let ri = (oi, vi, wi, pi)

case oi = +

if vi ∈ Pi−1 ∧ wi ∈ Pi−1 ∧ pi = vi + wi then Pi← append(Pi−1, pi)
else return “incorrect”

case oi = ∗
if vi ∈ Pi−1 ∧ pi = vi ∗ wi then Pi← append(Pi−1, pi)
else return “incorrect”

for pi ∈ Pk

if pi = f then return “target-checked”
return “correct-proof”
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Proof Generation in AMULET

Gate polynomials G(C).

s3 = g1 ∧ g4 −s3 + g4g1,

s2 = g1 ⊕ g4 −s2 − 2g4g1 + g4 + g1,

g4 = g2 ∧ g3 −g4 + g2g3,

s1 = g2 ⊕ g3 −s1 − 2g2g3 + g2 + g3,

g1 = a1 ∧ b1 −g1 + a1b1,

g2 = a0 ∧ b1 −g2 + a0b1,

g3 = a1 ∧ b0 −g3 + a1b0,

s0 = a0 ∧ b0 −s0 + a0b0

Boolean value constraints B(C).

a1, a0 ∈ B a1(1− a1), a0(1− a0),
b1, b0 ∈ B b1(1− b1), b0(1− b0)

a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3
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Proof Generation in AMULET

Algorithm: Preprocessing

Input : Gröbner basis G = {g1, . . . , gm}
Output: Simplified Gröbner basis G′ = {g′1, . . . , g′n}

1 H ← G;
2 while ∃q ∈ H : lt(q) occurs in only one p ∈ H with

p 6= q do
3 r ← Reduce(p, q);
4 H ← (H \ {p, q}) ∪ {r};
5 return G′ ← H

Algorithm: Spec-Reduction

Input : Ordered Gröbner basis G = {g1, . . . , gm},
Specification f

Output: Determine whether f ∈ 〈G〉
1 r ← f ;
2 for i = 1 to m do
3 r ← Reduce(r, gi);
4 return r = 0

Algorithm: Reduce(p, q)

Input : Polynomials p and q

Output: Remainder r of reducing p modulo q

1 pd ← Divide-by-lt(p, q);
2 pm ← Multiply(pd, q);
3 r ← Add(p, pm);
4 return r
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Preprocessing Example

Example: I ⊆ Q[o, x, y, a, b]. Eliminate y.

Ideal Elimination ideal
I = 〈 I ∩Q[o, x, a, b] = 〈
−o+ xy − x− y + 1, −o+ xab− x− ab+ 1,

−x+ ab− a− b+ 1, −x+ ab− a− b+ 1〉
−y + ab〉

Algorithm: Reduce(p, q)

Input : Polynomials p and q

Output: Remainder r of reducing p modulo q

1 pd ← Divide-by-lt(p, q);
2 pm ← Multiply(pd, q);
3 r ← Add(p, pm);
4 return r

Reduce (−o+ xy − x− y + 1,−y + ab)

pd = x− 1

pm = (x− 1)(−y + ab) = −xy + y + xab− ab
r = (−o+ xy − x− y + 1) + (−xy + y + xab− ab)

= −o+ xab− x− ab+ 1
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Proof Generation in AMULET

Algorithm: Preprocessing

Input : Gröbner basis G = {g1, . . . , gm}
Output: Simplified Gröbner basis G′ = {g′1, . . . , g′n}

1 H ← G;
2 while ∃q ∈ H : lt(q) occurs in only one p ∈ H with

p 6= q do
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4 H ← (H \ {p, q}) ∪ {r};
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Specification f

Output: Determine whether f ∈ 〈G〉
1 r ← f ;
2 for i = 1 to m do
3 r ← Reduce(r, gi);
4 return r = 0

Algorithm: Reduce(p, q)

Input : Polynomials p and q

Output: Remainder r of reducing p modulo q

1 pd ← Divide-by-lm(p, q);
2 pm ← Multiply(pd, q);
3 r ← Add(p, pm);
4 return r
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2 pm ← Multiply(pd, q);
3 Print-Mult-Rule(q, pd, pm) ; // *: q, pd, pm;
4 r ← Add(p, pm);
5 Print-Add-Rule(p, pm, r) ; // +: p, pm, r;
6 return r
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Proof Generation in AMULET

Algorithm: Preprocessing

Input : Gröbner basis G = {g1, . . . , gm}
Output: Simplified Gröbner basis G′ = {g′1, . . . , g′n}

1 H ← G;
2 while ∃q ∈ H : lt(q) occurs in only one p ∈ H with

p 6= q do
3 r ← Reduce(p, q, 1);
4 H ← (H \ {p, q}) ∪ {r};
5 return G′ ← H

Algorithm: Spec-Reduction

Input : Ordered Gröbner basis G = {g1, . . . , gm},
Specification f

Output: Determine whether f ∈ 〈G〉
1 r ← f ;
2 for i = 1 to m do
3 r ← Reduce(r, gi, 0);
4 Print-Add-Rules-for-Factor-Stack();
5 return r = 0

Algorithm: Reduce(p, q, print)

Input : Polynomials p and q, printing flag
Output: Remainder r of reducing p modulo q

1 pd ← Divide-by-lt-and-negate(p, q);
2 pm ← Multiply(pd, q);
3 Print-Mult-Rule(q, pd, pm) ; // *: q, pd, pm;
4 r ← Add(p, pm);
5 if print then Print-Add-Rule(p, pm, r);
6 else Push-to-Factor-Stack(pm);
7 return r 14



Reduction Example

Algorithm: Spec-Reduction in AMULET

Input : Ordered Gröbner basis G = {g1, . . . , gm},
Specification f

Output: Determine whether f ∈ 〈G〉
1 r ← f ;
2 for i = 1 to m do
3 r ← Reduce(r, gi, 0);
4 Print-Add-Rules-Factor-Stack();
5 return r = 0

Reduction Stack
r1 = f

r2 = r1 + pd1g1 pd1g1

r3 = r2 + pd2g2 pd2g2
...

...
rm+1 = rm + pdmgm = 0 pdmgm

15



Reduction Example

Algorithm: Spec-Reduction in AMULET

Input : Ordered Gröbner basis G = {g1, . . . , gm},
Specification f

Output: Determine whether f ∈ 〈G〉
1 r ← f ;
2 for i = 1 to m do
3 r ← Reduce(r, gi, 0);
4 Print-Add-Rules-Factor-Stack();
5 return r = 0

Reduction Stack
r1 = f

r2 = r1 + pd1g1 pd1g1

r3 = r2 + pd2g2 pd2g2
...

...
rm+1 = rm + pdmgm = 0 pdmgm

0 = rm+1 = f + pd1
g1 + pd2

g2 + . . .+ pdm
gm
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Reduction Example

Algorithm: Spec-Reduction in AMULET

Input : Ordered Gröbner basis G = {g1, . . . , gm},
Specification f

Output: Determine whether f ∈ 〈G〉
1 r ← f ;
2 for i = 1 to m do
3 r ← Reduce(r, gi, 0);
4 Print-Add-Rules-Factor-Stack();
5 return r = 0

Reduction Stack
r1 = f

r2 = r1 + pd1g1 pd1g1

r3 = r2 + pd2g2 pd2g2
...

...
rm+1 = rm + pdmgm = 0 pdmgm

f = −1 · (pd1
g1 + pd2

g2 + . . .+ pdm
gm)

15



Practical Algebraic Calculus
[RitircBiereKauers SC2’18]

a c

b

P = -b+1-a, b = ¬a
-c+a*b, c = a ∧ b = a ∧ ¬a
-a^2+a a = ⊥ ∨ a = >

Spec = c c = ⊥

* : -b+1-a, a, -a*b+a-a^2;
* : -a^2+a, -1, a^2-a;
+ : -a*b+a-a^2, a^2-a, -a*b;
+ : -a*b, -c+a*b, -c;
* : -c, -1, c;

∀ p, q ∈ I : p+ q ∈ I and ∀ p ∈ R[X] ∀ q ∈ I : pq ∈ I
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Practical Algebraic Calculus
[RitircBiereKauers SC2’18]

a c

b

P = -b+1-a, b = ¬a
-c+a*b, c = a ∧ b = a ∧ ¬a
-a^2+a a = ⊥ ∨ a = >

Spec = c c = ⊥

* : -b+1-a, a, -a*b+a-a^2;
* : -a^2+a, -1, a^2-a;
+ : -a*b+a-a^2, a^2-a, -a*b;
+ : -a*b, -c+a*b, -c;
* : -c, -1, c;

Can be checked by our older proof checker PACTRIM.

16



1. Boolean Variables
[KaufmannFleuryBiere FMCAD’20]

Handle Boolean-value constraints implicitly to reduce number of proof steps.

a c

b

P = -b+1-a,
-c+a*b,
-a^2+a

Spec = c

* : -b+1-a, a, -a*b;
+ : -a*b, -c+a*b, -c;
* : -c, -1, c;

17



2. Indices
[KaufmannFleuryBiere FMCAD’20]

Introduce indices to reduce proof size.

a c

b

P = 1 -b+1-a;
2 -c+a*b;

Spec = c

3 * 1, a, -a*b;
4 + 3, 2, -c;
5 * 4, -1, c;

18



3. Deletion Rule
[KaufmannFleuryBiere FMCAD’20]

Introduce a deletion rule to reduce the memory usage of the proof checker.

a c

b

P = 1 -b+1-a;
2 -c+a*b;

Spec = c

3 * 1, a, -a*b;
1 d;
4 + 3, 2, -c;
2 d;
3 d;
5 * 4, -1, c;
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Computer 
Algebra

SAT DRUP

Practical 
Algebraic 
Calculus

DRUP

PAC
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Extension Rule

The extension rule allows to add model preserving polynomials to the constraint set.

x ∨ y y ∨ z

x ∨ z

P = 1 x*y;
2 y*z-y-z+1;

Spec = -x*z+x

3 = f, -z+1;
4 * 3, y-1, -f*y+f-y*z+y+z-1;
5 + 2, 4, -f*y+f;
6 * 1, f, f*x*y;
7 * 5, x, -f*x*y+f*x;
8 + 6, 7, f*x;
9 * 3, x, -f*x-x*z+x;

10 + 8, 9, -x*z+x;
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Extension Rule

The extension rule allows to add model preserving polynomials to the constraint set.

xy (1− y)(1− z)

x(1− z)

P = 1 x*y;
2 y*z-y-z+1;
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Extension Rule

The extension rule allows to add model preserving polynomials to the constraint set.

xy (1− y)(1− z)

x(1− z)

P = 1 x*y;
2 y*z-y-z+1;

Spec = -x*z+x

3 = f, -z+1;
4 * 3, y-1, -f*y+f-y*z+y+z-1;
5 + 2, 4, -f*y+f;

EXT(i, v, p) (X,P )⇒ (X ∪ {v}, P (i 7→ −v + p))

provided that P (i) = ⊥ and v /∈ X and p ∈ R[X]/〈B(X)〉,
and p2 − p ≡ 0 mod 〈B(X)〉.

3 = f, -z+1;
4 * 3, y-1, -f*y+f-y*z+y+z-1;
5 + 2, 4, -f*y+f;
6 * 1, f, f*x*y;
7 * 5, x, -f*x*y+f*x;
8 + 6, 7, f*x;
9 * 3, x, -f*x-x*z+x;

10 + 8, 9, -x*z+x;
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Extension Rule

The extension rule allows to add model preserving polynomials to the constraint set.

xy (1− y)(1− z)

x(1− z)

P = 1 x*y;
2 y*z-y-z+1;

Spec = -x*z+x

3 = f, -z+1;
4 * 3, y-1, -f*y+f-y*z+y+z-1;
5 + 2, 4, -f*y+f;
6 * 1, f, f*x*y;
7 * 5, x, -f*x*y+f*x;
8 + 6, 7, f*x;
9 * 3, x, -f*x-x*z+x;

10 + 8, 9, -x*z+x;
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From DRUP to PAC

1. Polynomial encoding of CNF

a b

x

Propostional Formula Polynomial Relation

(x↔ a ∧ b) = > −x+ a(1− b) = 0

CNF (x ∨ a ∨ b) = > (1− x)a(1− b) = 0

(x ∨ a) = > x(1− a) = 0

(x ∨ b) = > xb = 0

� Add bit-flipping polynomials (similar to “Polynomial Calculus with Resolution”):
Clause x ∨ y ∨ z can be translated to (1− x)(1− y)(1− z) = 0, which generates 23

monomials.
If we introduce −fx + 1− x = 0, −fy + 1− y = 0, −fz + 1− z = 0, the same equation
can be depicted as fxfyfz = 0.

22



From DRUP to PAC

2. Encoding of resolution steps

� Encode resolution using the traces provided in TraceCheck:

1 1 -2 -3 0 0
2 1 2 0 0
3 -1 -2 0 0
4 -1 2 0 0
5 3 0 0
6 -2 0 3 1 5 0
7 0 4 2 6 0

Let a =1, b =2 and c =3.
We encode the first resolution step of rule 6 (resolving clause 3
and 1).
Thus from a ∨ b ∨ c and a ∨ b we resolve the clause b ∨ c.

The corresponding PAC encoding is:

* : b*a, c, c*b*a;
+ : -c*b*a+c*b, c*b*a, c*b;

3. Merge PAC proofs
PAC proofs can be merged by combining constraint sets and proof rules.
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From DRUP to PAC

AMulet
substitution

AMulet
certify

matchspec PacTrim

PicoSAT drup2pac

Gen

Check

.aig
.cnf

.aig
.map

.trace

.pac .pac

.spec

.pac

.equal
.polys

.polys .pac

7 | 3

7 | 3

24



Basic Idea of Algebraic Approach

Multiplier
a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3

Polynomials

B = {
x− a0 ∗ b0,
y − a1 ∗ b1,
s0 − x ∗ y,
. . .

}

Ideal Membership

6= 0 7

= 0 3

Specification

2n−1∑

i=0

2
i
si−

(n−1∑

i=0

2
i
ai

)(n−1∑

i=0

2
i
bi
)
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Incremental Verification
[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’19]

a0b0a0b1a1b0a1b1

p00p01p10p11

c1

c2

s0s1s2s3

G0G1G2G3

C0C1C2C3C4

Let Pk =
∑

k= i+j

aibj .

Column-Wise Checking Algorithm

Input: Circuit C with sliced Gröbner bases Gi

Output: Determine whether C is a multiplier

C2n ← 0

for i← 2n− 1 to 0

Ci ← Remainder ( 2Ci+1 + si − Pi, Gi )

return C0 = 0

30

SAT & Computer Algebra
[KaufmannBiereKauers FMCAD’19]

SAT

Computer Algebra

Partial Product Generation

Partial Product Accumulation

Final Stage Adder

an−1, . . . , a0 bn−1, . . . , b0

xm ym . . . x0 y0 cin

sk . . . s0sk+1. . .s2n−2s2n−1

s′0. . .s′mcm+1

Adder Substitution

Partial Product Generation

Partial Product Accumulation

Ripple Carry Adder

an−1, . . . , a0 bn−1, . . . , b0

xm ym . . . x0 y0 cin

sk . . . s0sk+1. . .s2n−2s2n−1

s′0. . .s′mcm+1

40

Proofs

Multiplier
a1 b1 a0 b1 a1 b0 a0 b0

g1 g2 g3

g4

s0s1s2s3

Polynomials

B = {
x− a0 ∗ b0,
y − a1 ∗ b1,
s0 − x ∗ y,
. . .

}

Verification

6= 0 7

= 0 3

Specification

2n−1∑

i=0

2
i
si−

(n−1∑

i=0

2
i
ai

)(n−1∑

i=0

2
i
bi
)

Proof Checker

Problem:

� Can we trust our own implementation?

� Is the verification process correct?

Solution:
Validate result of verification process.

� Generate machine-checkable proofs.

� Check by independent proof checkers.
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Incremental Verification
[RitircBiereKauers FMCAD’17, KaufmannBiereKauers FMSD’19]

a0b0a0b1a1b0a1b1

p00p01p10p11

c1

c2

s0s1s2s3

G0G1G2G3

C0C1C2C3C4

Let Pk =
∑

k= i+j

aibj .

Column-Wise Checking Algorithm

Input: Circuit C with sliced Gröbner bases Gi

Output: Determine whether C is a multiplier

C2n ← 0

for i← 2n− 1 to 0

Ci ← Remainder ( 2Ci+1 + si − Pi, Gi )

return C0 = 0
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Order

Row-Wise

a0 ·B

a1 ·B

a2 ·B

987

654

321

32s5 16s4 8s3 4s2 2s1 1s0+++++

0

0

0 00

0

a0b0a0b1a0b2

a1b0a1b1a1b2

a2b0a2b1a2b2

(4a2 + 2a1 + 1a0) ∗ (4b2 + 2b1 + 1b0)

Column-Wise

986

753

421

32s5 16s4 8s3 4s2 2s1 1s0+++++

0

0

0 00

0

a0b0a0b1a0b2

a1b0a1b1a1b2

a2b0a2b1a2b2

(4a2 + 2a1 + 1a0) ∗ (4b2 + 2b1 + 1b0)

∑
i+j=0

aibj

∑
i+j=1

aibj

∑
i+j=2

aibj
∑

i+j=3

aibj
∑

i+j=4

aibj
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Slicing

Partial Products. Let Pk =
∑

k= i+j

aibj .

Input Cone. For each output bit si we determine its input cone

Ii = {gate g | g is in input cone of output si}

Slice. Slices Si are defined as the difference of consecutive cones Ii:

S0 = I0 Si+1 = Ii+1 \
i⋃

j=0

Sj

Sliced Gröbner Bases. Let Gi be the set of gate and boolean value polynomials in Si.
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Carry Recurrence Relation

Carry Recurrence Relation.
A sequence of 2n+ 1 polynomials C0, . . . , C2n is called a carry sequence if

−Ci + 2Ci+1 + si − Pi ∈ I(C) for all 0 ≤ i < 2n+ 1.

Then Ri = −Ci + 2Ci+1 + si − Pi are the carry recurrence relations for C0, . . . , C2n.

Theorem
Let C be a circuit where all carry recurrence relations are contained in I(C).
Then C is a multiplier, iff C0 − 22nC2n ∈ I(C).
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Incremental Algorithm

Incremental Checking Algorithm.

input: Circuit C with sliced Gröbner bases Gi

output: Determine whether C is a multiplier

C2n ← 0

for i← 2n− 1 to 0

Ci ← Remainder ( 2Ci+1 + si − Pi, Gi )

return C0 = 0
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SAT & Computer Algebra
[KaufmannBiereKauers FMCAD’19]

SAT

Computer Algebra

Partial Product Generation

Partial Product Accumulation

Final Stage Adder

an−1, . . . , a0 bn−1, . . . , b0

xm ym . . . x0 y0 cin

sk . . . s0sk+1. . .s2n−2s2n−1

s′0. . .s′mcm+1

Adder Substitution

Partial Product Generation

Partial Product Accumulation

Ripple Carry Adder

an−1, . . . , a0 bn−1, . . . , b0

xm ym . . . x0 y0 cin

sk . . . s0sk+1. . .s2n−2s2n−1

s′0. . .s′mcm+1
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Adder Substitution

p2 p1 p0

y2x2 y1x1 y0x0

s′2 s′1 s′0

Carry generation

y2x2 y1 x1 y0 x0

cincout

c2 c1

� s′i = pi ⊕ ci
� pi = xi ⊕ yi
� ci = (xi−1∧yi−1)∨ (ci−1∧pi−1)

Algorithm: Identifying GP adders in
AMULET
Input : Circuit C in AIG format
Output: Determine whether C might contain a GP

adder
1 j ← 2n− 2, τ ← 1;
2 while τ and j ≥ 0 do
3 τ, cj , pj ←

Check-if-XOR-and-Identify-pj -and-cj (sj );
4 xj , yj ←Declare-Adder-Inputs (pj , τ );
5 j ← j − 1;
6 cin ← cj ;
7 for i← j to 2n− 1 do
8 m← Follow-and-Mark-Paths(si);
9 return m = 0
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Adder Substitution

p2 p1 p0

y2x2 y1x1 y0x0

s′2 s′1 s′0

Carry generation

y2x2 y1 x1 y0 x0

cincout

c2 c1

� s′i = pi ⊕ ci
� pi = xi ⊕ yi
� ci = (xi−1∧yi−1)∨ (ci−1∧pi−1)

Algorithm: Identifying GP adders in
AMULET
Input : Circuit C in AIG format
Output: Determine whether C might contain a GP

adder
1 j ← 2n− 2, τ ← 1;
2 while τ and j ≥ 0 do
3 τ, cj , pj ←

Check-if-XOR-and-Identify-pj -and-cj (sj );
4 xj , yj ←Declare-Adder-Inputs (pj , τ );
5 j ← j − 1;
6 cin ← cj ;
7 for i← j to 2n− 1 do
8 m← Follow-and-Mark-Paths(si);
9 return m = 0
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SAT

Bitlevel Miter

1

Generate-and-Propagate Adder

xm ym . . . x0 y0 cin

s0. . .smcm+1

Ripple Carry Adder

xm ym . . . x0 y0 cin

s′0
. . .s′mc′m+1

� AIG is translated to CNF.

� CNF is given to SAT solver.

� To show correctness SAT solver needs to return UNSAT.
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Generated Circuit

Partial Product Generation

Partial Product Accumulation

FSA RCA

Miter

s2 s1 s0 s′2 s′1 s′0

1

Computer
algebra

SAT

an−1, . . . , a0 bn−1, . . . , b0

xm, ym, . . . , x0, y0
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