A PRACTICAL POLYNOMIAL CALCULUS FOR
ARITHMETIC CIRCUIT VERIFICATION

A4

Daniela Ritirc, Armin Biere and Manuel Kauers
Johannes Kepler University
Linz, Austria

SC-Square Workshop 2018
July 11,2018
Oxford, United Kingdom




Motivation

Problem: Verification might not be error free

Multiplier Polynomials

Goal: Validate result of verification process

B Generate machine-checkable proofs

Specification B Check by independent proof checkers
- Verification
S 2tsi—

(5 2 (X 200 _—

Contribution:

B Proof format based on polynomial calculus

B Independent proof checker
Correct?
B Validate previous verification results
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Preliminaries

Let f € F[X].

Polynomial function. X — f(X)
Polynomial equation. f(X) =0 solutions are the roots of f

Ideal. A nonempty subset I C F[X] is called an ideal if

Vp,gel:p+qgel and VpeFX|Vqgel:pgel

Basis. Aset P = {p1,...,pm} C F[X]is called a basis of an ideal I if

I:{q1p1++Qmpm|QI77QmEF[X}}:<P>



Polynomial Calculus

Let G C F[X]and f € F[X].

Proof: Sequence P = (p1,...pn), Where each py, is obtained by one of the rules:

; ; i, p; appearing earlier in the proof
Addition Pi_pj  PiP;apPealing © P
pi +Dpj or are contained in G
p; appearing earlier in the proof
Multiplication Pi or is contained in G
P and ¢ € F[X] being arbitrary

If p, = f we write G I f orin algebraic terms f € (G).

Refutation: G+ 1or1 € (G).



Grobner Basis

Because of Grébner bases the polynomial calculus is decidable:

B Buchberger’s algorithm computes a Grébner basis G = {g1,...,9m}
for the ideal (H) generated by H.

B Given a Grobner basis G, there is a computable function red¢: F[X]| — F[X]
suchthatV f € F[X] :redg(f) =0 < f € (G).



G ={ -b+1-aq,
—c+ ab,
a?>—a, b> —b, 2 —c}
f = c
redg(f) = 0
—-b+1—a
—ab + a — a? a®>—a
—ab —c+ab
T —c
* ¢
P = (—ab+a—a? —ab, —c, c)

b=-a
c=alNb=aA-a
a,b,ceB



Extended Calculus

pit meN\ {0} and

Radical pi™ appearing earlier in the proof or is contained in G.

Di
If f can be deduced from polynomials g € G, we write G =T for f € \/(G).

Radical ideal. \/(G) = {f € F[X] | G F* f} = {f € F[X] | f™ € (G) for m € N\ {0}}

The extended calculus T is decidable. It can be reduced to - with the Rabinowitsch trick:

fe V@ < 1e(Gu{yf—1}) or GHtf < GU{yf—1}F1



Models
Let G C F[X] and f € F[X].

B A model for G is a point u = (uy,...,u,) € F* such that for all ¢ € G it holds that
glug, ... up) =0.

B We write G = [ if every model for G is also a model for {f}.

B For an algebraically closed field F we can deduce with Hilbert’s Nullstellensatz that
GEf < GFT .

B PC including the radical rule is correct (“<”) and complete (“=").

B In combination with Rabinowitsch’s trick, we can decide the existence of models and
produce certificates for the non-existence of models.



Models in {0,1}"

For our applications, only models « € {0,1}™ C F™ matter.

B Let us write G [=pool [ if every model u € {0,1}" of G is also a model of {f}.
B We have G Epool f < GUBE f,where B={z;(z; —1):i=1,...,n}.
B GUBE f < GUBHFT fholds also when I is not algebraically closed.

B The finiteness of {0,1}™ also impliesthat GUB T f < GUBF f
(Seidenberg’s lemma).



Practical Algebraic Calculus

We translate the polynomial calculus into a more concrete proof format:

B For correctness it is important to know how the polynomials in the proof where derived
B Usually known — store this information

Practical Algebraic Calculus (PAC)

allows automated proof checking



PAC Syntax

letter
number
constant
variable
power
term
monomial
operator
polynomial
given

rule

proof

‘a,|‘b,|_.'|‘z, AA! ‘B,|_'_|‘Z,
io!| K1!| . | (9!
(number)™

letter (letter | number)*

variable [*~’ constant]

power (‘*’ power)*

constant | [constant ‘*’]term
.

[“-"] monomial (operator monomial)*
polynomial *;’)*

(
(‘+’ | “*’) “:’ polynomial *, " polynomial ‘,’ polynomial ‘;’
(

rule ;)"



Example - PAC

G ={ -b+1—a,

a c —c+ ab,
a?—a, b> —b, ¢ —c}
b

f= c
* : -b+l-a, a, -a*xbta-a~2;
+ : -axbt+a-a"~2, a~2-a, -a%*b;
+ : -axb, -ctax*b, -C;
* 1 -c, -1, (o



Proof Checking

A proof rule contains four components:

o0:v,w, p;

Proof checking:

B Connection property: v, w are given polynomials or conclusions p; of previous rules
B Inference property: verify correctness of eachrule,e.g. p=v+wforo=" +"

B Refutation check: at least one p; is a non-zero constant



Proof Checking Algorithm

input G sequence of given polynomials
r1---7,  sequence of PAC proof rules

no«

output “incorrect”, “correct-proof”, or “correct-refutation”

Py + G
fori «+1...k
let r; = (05, vi, wi, pi)
case o; = +
if v, e Py AN w; € P17 A p; =v; +w; then P; + append(P;_1,p;)
else return “incorrect”
case o; = x
if v, € P,_1 A p; =v; xw; then P; < append(P;_1, p;)
else return “incorrect”
fori «1...k
if p; is a non zero constant polynomial then return “correct-refutation”
return “correct-proof”



Toolflow

., PACMULTSPEC\PACEQSPEC spec
AIGTOPoOLY
.polys
= m oo e | e
| AlcMuL.& Mathematica Python: | Python [ Singular L
—1 .aig wi out —  -pac -singular — Certification
! PROOFIT clean up| 'connect inference
\proof generation ______________________ | check . _
o | o )
| ' |
AIGMUL. Mathematica PACTRIM e
: wi ' Verification 3 : Certification
verification ‘ ,check



Correctness and Equivalence Checking

Tailored heuristics:

B Split verification problem into sub-problems — incremental verification  [FMCAD’17]
B Rewrite and simplify Grobner basis — adder-rewriting [DATE’18]



Verifying Correctness of FMCAD’17 and DATE’18 Results

. proof Python/

n mul option verification generation PACTRIM  Singular length  core
16 btor inc 4 70 0 4| 14998 64%
16 btor inc-add 1 37 0 4| 12738 61%
16 btor noninc 4 78 0 10 14966 64%
32 btor inc 44 1631 1 83 | 63254 64%
32 btor inc-add 7 801 1 67 | 53122 61%
32 btor noninc 65 1811 5 551 63190 64%
64 btor inc 622 49638 4 5125 | 259606 63%
64 btor inc-add 121 22378 4 4650 | 216834 61%
64 Dbtor noninc MO MO - - -
16 sparrc inc 8 134 0 7 17445 62%
16 sparrc inc-add 1 112 0 20 17804 63%
16 sparrc  noninc 11 2696 0 17 17413  62%
32 sparrc inc 104 3582 1 175 | 73301 62%
32 sparrc inc-add 8 2611 2 457 | 75244 63%
32 sparrc  noninc 351 TO - - - -
64 sparrc inc 1575 TO - - - -
64 sparrc  inc-add 133 80906 12 EE | 309164 62%
64 sparrc  noninc MO - - - - -




Equivalence Checking - DATE’18

mult proof Python/
" verification generation PACTRIM  Singular length  core
16  btor-btor 2 75 1 14 25410 59%
32  btor-btor 27 1632 3 277 | 106114  59%
64  btor-btor 502 45155 15 EE | 433410 59%
16  btor-sparrc 3 148 1 48 30476 61%
32  btor-sparrc 28 3456 7 1011 | 128236 60%
16  sparrc-sparrc 2 223 2 82 35542 61%
32 sparrc-sparrc 29 5363 11 1899 | 150358 61%
5 Proof length: O(n?)
g [BeameLiew-CAV’'17]: O(n"logn)
upper bound for resolution proof size
° 10 20 0 50 60

30 4
Bitwidth n



Conclusion & Future Work

Conclusion:

B Practical proof checking for algebraic reasoning
B Translation of polynomial calculus to a more concrete proof format
B Certification of correctness of certain multipliers

Future Work:

B Speed-up proof generation
B Explore connection between PAC and clausal proof systems (RUP, DRAT)



A PRACTICAL POLYNOMIAL CALCULUS FOR
ARITHMETIC CIRCUIT VERIFICATION

A4

Daniela Ritirc, Armin Biere and Manuel Kauers
Johannes Kepler University
Linz, Austria

SC-Square Workshop 2018
July 11,2018
Oxford, United Kingdom




Engineering
Use PolynomialReduce for reduction f S, 0and deriving co-factors hy, ..., hy
suchthat f = hig1 + ...+ hpgx.
First we generate a multiplication proof rule for each product h;g;.
*: g1, b, hagas *: Gk, e, Rk s
These products are now simply added together as follows:
+: hig, haga, hig1 + hago;

+: higi + hago, hags, higi + haga + hzgs;

+: higi+...+he—19k-1, hegr, f;



Circuit Verification

(11{)1 agp [)1 (J,lb() agp bU

G={ —s3+9104
—82+ g1 + g4 — 29194,

91 93 —g4 + 9293,

=81+ g2 + g3 — 29293,
—g1 + a1by,

—g2 + agby,

—g3 + aibo,

—50 + agbo,

—a% +aq, fa% + aog,
—b? + by, —b3 + bo}

Y

53 So S1 S0

For all pOSSible a;,b; €B: (2(11 -+ a()) * (2b1 -+ b(]) = 883 + 489 + 281 + 507



